Improove your competency with
MikroTik and Network Emulators

A "fast track" presentation about setting up your personal lab
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About me

* Marco Boschini
* MikroTik Trainer ‘
* Founder Corsi MikroTik
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About me

| live In Desenzano, at Garda Lake, Italy.
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Agenda

* What is an Network Emulator

* A complete Open Source (and free) solution

* How GNS3 works?

* Usage cases study with MikroTik and GNS3

* [nstall GNS3 on your personal computer with VirtualBox
* Export and import project

* Tools (Console & Wireshark)

Marco Boschini
MikroTik Professionals Conference — Praha 2024




Speech ODbjectives

* Know how GNS3 works

* Will be able to setting up GNS3 with MikroTik CHR Instances
* Will be able to run a network lab

* Will be able to export their labs

* Will be able to import labs from other users

* WiIll be able to test configuration e new RouterOS releases

* Will be able to studying and improove their network skills everywhere!
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Background

At school | studied electronics and
telecommunications.

From 2009 | work in a Home & Building
Automation Systems.

| automatize lighting, shutters, HVAC
thermoregolation, security systems,
TVCC and many more.
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Background

: | IP Device - #{f
All of these systems are going to be * $
Connected by IP network. pTTTTeTmmnnmnnae FE... *. .........
| : H !
Now these systems (e.g. IoT) requires | IP Coupler | 1P Coupler |~ ] IP Interface
Network Security and new competency
about troubleshooting.
II Line .| Line
Coupler - Coupler
Crd L
End End
Device Device

Copyright: KNX Association
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Why am | here?

In 2017 a Cisco technician assignhed to
my Webserver an |IP address.

192.168.10.223/24

WHAT?

What does «/24» mean?
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Why | am here

When | asked them «What does /24 mean?»
they laughed and told me:

|P address

=192. 1 6;8'1();‘22? /24

«It Is a subnet mask and It simply means  ....11000000.10101000. 00001010, 11011111
| | ] |

255.255.255 O» Netwolrk Address Host ,IA\ddress

(24 Bits) (8 Bits) |

IPv4 Addresé 32 Bits (4 Bytes)
At that precise moment | realized

that | had to study networks and routers.
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The booster

In 2018 a gynecologist told me: «there are
two!»

It's a beautiful news but | realized that In
future, for a certain period of my life, |
wouldn’t be able to travel for technical

assistance.
It's OK.

| wondered «What can | do?»
Can VPNSs help me? YES!
And | started using (and studying) MikroTik.
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Where did | start from

MikroTik Certified Courses

MikroTik has a very powerful training —
program. | el
The devices are very accessible to all el e N
kinds of budget,
and are very important for granting |

access for everyone.

There i1s so much information around
the Internet,

Books, YouTube, MUM presentation. (AU

- MIK K'USER MEETING
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Where did | start from

: ." : . "‘l"w..lflnﬂ:..a

Furthermore,

O NI SN | ,
Mirkrowik 3

CCR2216-16-12X5-2X0

the functions you learn
on a budget device

& —
MixroTik
CCR2004-16G-25+

are the same as you fin
on a high-end device.

Session Settings Dashboard

X3 (|| Safe Mode Session: 192.168.20.2:1023 B
/ Quick Set O x|
| CAPsMAN Interface | Interface List Ethernet EolP Tunnel IP Tunnel GRE Tunnel VLAN ...

, u " Interfaces L g V| Detect Internet
L Wireless Name Type Actual MTU L2 MTU |Tx -
= 4 WireGuard R & bridge1 Bridge 1500 65535 +*
% Bridge R & vlan10 VLAN 1500 65531
3 opp R & vian20 VLAN 1500 65531
o R % vian30 VLAN 1500 65531
@ Mesh R 4» vlan40 x
5 |p MR 4 vlan50 il g
VPLS R @ vilans0 |4 T
il pve i R 4 vlan70 Address Network Interface v
T R ® vlan50 + 172.16.10.1/30 172.16.10.0 vlan10
I Routing M @ vlan30 #17216.20.1/30 17216200  vian20
System ~ R @ ethert 172.1630.1/30 17216300  vian30
® RS % ether2 i 172.16.40.1/30 172.16.40.0 vian40
Queues R ¢ ether3
. ¢ ¢ 172.16.50.1/30  172.16.50.0 vian50
B Files R @ etherd + 172.16.60.1/30 172.16.60.0 vian60
Log « ¢ 172.16.70.1/30 172.16.70.0 vlan70
&7 RADIUS 15 items i 172.16.80.1/30 172.16.80.0 vlang0
ool 8 ¢ 172.16.80.1/30 172.16.90.0 viang0
/A lools i 192.168.90.23/.. 192.168900  etherT
New Terminal 1921682551 192.168.2551  loopback
% DotiX
% | Make Supout.rif
B Windows b 11 items
More (2

@ MIKroTIkK
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The booster (part 2)

In January 2021, the manufacturer that |
used for Home and Building automation
told me that they shut down their
factory and closed.

| lost 90% of my business.

It was difficult a moment in my life.

But | wondered «What can | do?»
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Restart

And most important:
«What can | do with what | have?»

| already had experience with MikroTik, so

| decided to start my career as a
MikroTik Certified Consultant.
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Helping people

| decided that | would do something so
that other technicians similar to me
wouldn’t go through that same
experience.

For a technician outside the world of
telecommunications (e.g. an electrician)
It IS not easy to acquire network skills.
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Telegram Channel

In February 2021 | opened a telegram
channel and started responding with
voice messages to the questions | was
asked from students and other
technicians.

| recorded more than 600 vocal
messages or videos.

One by day, every day.

(for free)
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Marco Boschini @
689 iscritti

' Oggi abbiamo festeggiato il compleanno di que...

24 luglio 2023

Questa sera rispondo alla
domanda che Luciano ha fatto nel
gruppo facebook riservato ali
partecipanti del Laboratorio
Boschini - Le reti IP.

Quesito interessante che riguarda

I'uso di telnet e ssh da webfig.
© 636 18:37

25 luglio 2023
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Video

From 2024 January 1st | started

: L4
making videos on my YouTube = FE—
| T— I .
CARICARE - ey — — foor
C anne I e ERas 5:42 TABELLE DI ROUT 3:20 VRF, MANGLE E D! 16:57 D e 10:18
| | ! - ) —
Come caricare piu immagini CHR Videorisposta Mark Routing. Dove Videorisposta a VRF, Mangle e ping VRF: caso studio. Due subnetconlo :
MikroTik RouterOS su GNS3 sono finite le tabelle di routing? tra due PC. stesso indirizzo. Episodio 2 con...
49 visualizzazioni + 12 ore fa 96 visualizzazioni + 1 giorno fa 144 visualizzazioni * 2 giorni fa 191 visualizzazioni * 3 giorni fa

C Data Rate = Mo N:f:m.; pir
OMIE %%?S%Eglgcl"fa'n's EPISODIO 1 VLAN 20:35 E MATEMAT 12:05
VRF: caso studio. Due subnet con lo VLAN vs VRF. Episodio 2 VRF. Corso VLAN vs VRF. Episodio 1. Corso Wireless lento? € matematical!
stesso indirizzo. Episodio 1 MikroTik MTCRE Routing e corso... MikroTik MTCRE Routing e corso... MikroTik Wireless e MCS index.
327 visualizzazioni * 4 giorni fa 217 visualizzazioni « 6 giorni fa 343 visualizzazioni + 6 giorni fa 346 visualizzazioni * 7 giorni fa

https://youtube.com/corsimikrotik
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https://youtube.com/corsimikrotik

Results

* This Jjourney taught me

that certain results SMAI |
are not achieved in a day. STEPS
* [t takes time. EVERY

DAY
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Network Emulators

Cloud1

PPP 10.99, 99.2 R

* Nothing of this can not be
done without network
emulators.

*For me.
* For my students.
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Simple Lab

v € base x

“ C @ A Nonsicuro 192.168.52.2/static/web-ul/server/1/project/61eec65b-5809-4022-925b-ccdeScleded? w §

MNG3

B\ O0OO0@®N P 0O L I

O

MNG4

r 1 f " " v + + + + # - 3 -
iXi 0 o J =
—

https://www.youtube.com/watch?v=s8vFFX7WWhA&t=15s&ab channel=CorsiMikroTik
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https://www.youtube.com/watch?v=s8vFFX7WWhA&t=15s&ab_channel=CorsiMikroTik

Dynamic Routing OSPF

v € 200 MICRE Christmas OSPF X

(= C @ A Nonsicuro  192.168.52.2/static/web-ui/server/1/project/1851¢213-d0aa-4dee6-2109-2¢3b 7678342 b+ 4 > -

10.1.9.0/30
(oth

10.10.11.0/30

10.11.12.0/30

0.12.13.0/3

10.13.14.0/30

R13 (cih]

https://www.youtube.com/watch?v=Jm90AQOXO6MQ&t=178s&ab channel=CorsiMikroTik
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https://www.youtube.com/watch?v=Jm9oAQXO6MQ&t=178s&ab_channel=CorsiMikroTik

VLAN (on the train)

v € 200 - MTCRE VLAN Simple V X + ] n :

< C A Nonsicuro  192,168.52.2/static/web-ui/server/1/project/41df6307-9fe2-46a3-b0ba-0288e89c6dad

GNS3 console Cloud1

@ > es - ‘ f \4"
> ] Y - oty \
@ ] > [fl 10 pe——— 01 §

: X - disabled, R - running S— o

"bridgel" auto 1500 65535 enabled
auto :4F:BE:00:01 rstp
yes 1C yes 5m
Ox8000
6
admit-all

DYNAMIC
: BRIDGE, VLAN-IDS, CURRENT-UNTAGGED
BRIDGE VLAN-IDS CURRENT-UNTAGGED

0 D bridgel 1 bridgel
ether2
ether3
etherq
etherd

2-VLAN2 PC3-VLAN3

ether2

D B \NO0OO0@N £ 06

PC4-VLAN1 PC5-VLAN2 PC6-VLAN3 \ >

https://www.youtube.com/watch?v=dErNP-oalWk&t=359s&ab channel=CorsiMikroTik
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https://www.youtube.com/watch?v=dErNP-oalWk&t=359s&ab_channel=CorsiMikroTik

VLAN (on the airplane)

BOEMNG 137800  SAFETY INSTRUCTION | INSTRUKCJA BEZPIECZENSTWA / INSTRUCCION DE SEGURIDAD

Marco Boschini https://www.youtube.com/watch?v=wpyeCr3PP48&ab channel=MarcoBoschini
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https://www.youtube.com/watch?v=wpyeCr3PP48&ab_channel=MarcoBoschini

DHCP deep with Wireshark

A )
Rl O TR QuewmEFSE _=QQQT
| N T Source Oestraton Prosocol tangth  info
1 0.000000 e.8.0.0 255.255,255.255 DHCP 342 DHCP Discover - Transaction ID @xa647a8d3
2 9.124339 BC:43:34:d6: Broadcast ARP 62 Who has 12.0.8.2547 Tell 10.0.2.1
3 9.143220 Oc:43:34:d6:00:01 Broadcast ARP 60 Who has 10.0.0.2542 Tell 10.0.0.1
4 8.786121 10.0.0.1 255.255.255.255 DHCP 342 DHCP Offer = Transaction ID ©xab47a8d5
5 8.713343 8.0.0.0 255.255.255.255 DHCP 342 DHCP Request - Transaction ID @xa647a8dS .
6 8.719172 10.0.0.1 255.255.255.255% DHCP 342 DHCP ALK - Transaction ID ©@xab47a8dS }
7 1.154189 9c:43:34:d6:00:01 Broadcast ARP 60 Who has 10.8.0.254? Tell 10.8.0.1
8 1.158082 Bc:e8:49:13:00:01 9c:43:34:d6:00:01 ARP 60 10.0.0.254 fs at Oc:e8:49:f3:00:01
9 1.160174 10.0.0.1 10.0.0.254 e 7@ Echo (ping) request idw@xBfO0, zeqe=256/1, ttl=258S (reply in 10)
19 1.167525 10.9.9.254 19.9.0.1 ow 7@ Echo (ping) reply 1d-@x8fee, seq=256/1, ttle64 (request in 9)
11 6.1918998 0c:e8:49:13:00:01 BC:43:34:d6:00:01 ARP 60 Who has 10.6.0.17 Tell 10.0.0.254
12 6.19313% @c:43:34:d6:00:01 Bc:eB:49:F3:00:01 ARP 60 10.0.0.1 iz at @c:43:34:d6:00:01
| Session  Settings Dashboard iSesuon Settings Dashboard
¥) |4  SafeMode Session Uptime/00.05.05 CPU4% M |2 & | SafeMode Session Uptime00-05:04 cPU4% [
/' QuickSet / uckset [,
[l = capsman 7 CAPSMAN arface | BIx]
.l ™ Interfaces W Interfaces Interface Interface List Ethemet EolP Tunnel IP Tunnel GRE Tunnel VLAN VXLAN
e —~ m| b4 = =
i ~ Wreless ; - - < Wireless + - Y Detect Internet Find
) < ~ing PN '
M WireGuard i | LS . 7 = B WireGuard Name Type ActialMTU L2MTU [Tx v
> [l 75, Bridge | Address " |Network _ |interface Y| |7\ Brdge R  ether Ethemnet 1500 '
R P D 19216856254124 192.168 56.0 ether1 2 ppp & |
- T 10001724 10000 ether2 e =l B
'@ Mesh ‘@ Mesh
= P : 2 P | DHCP Client | DHCP Cient Options
1 s , ] TR == b =g ! -
| B | | #|=|l¥|x 0|7 Release | Renew [Fing ]
o) MPLS | "1 Interface ' \UseP.. AddD.. IPAddress Expires After | ¥
X Routing | "
Cospem 1 :
\ R
o

MikroTik DHCP Server e DHCP Client - Analisi approfondita del processo DORA a Layer2 con Wireshark

M_arco_BOSChm'_ https://www.youtube.com/watch?v=mH{fXoGZvOnE&t=2s&ab channel=CorsiMikroTik
MikroTik Professionals Conference =Praha 2024



https://www.youtube.com/watch?v=mHfXoGZvQnE&t=2s&ab_channel=CorsiMikroTik

MikroTik + FlashStart CloudBox

P

v §> Flash5tart Lab1 X

Gid

'S C m /A Nonsicuro  192.168.200.206/static/web-ui/server/1/project/f8456f90-ech4-4a57-b5ef-b608c2207688 Q. vy O &~ O} LB

QEMU (FlashStartCloudBox-1) - TightVNC Viewer — O X
BEERD N S| e A oAl @ @ @ @ |

Cloud1

NS Pro=y Console Mena

#» Cont iguration steps <<

H - Change keyword lagout
1 - System name
& - Metwork conf iguration

FlashStartCloudBox-1 R1 L acyiee activation

4 - Software update

f [ —] = T -----------------------------------
o el eth3 > & -
— &/ | |
Jevice initialization
172.16.0.0/30 N - Device Update IP
est ping
= | Restart service
etne ' Change passworil

Change language
Restart system
shutdown

"lease enter the option you want i 2 .. 4

Switch1

—_— - o

o B \ OO0

Flash&start®

INTERNET PROTECTION
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Have you got a PC?

Today | will speaking about how to
create your personal lab
on a PC with GNS3.

W A S NS B

Marco Boschini
MikroTik Professionals Conference — Praha 2024




Why GNS3 and not EVE-NG?

eVe €

Emulated Virtual Environment
Next Generation GN S3

EVE-NG and GNS3 Is «only» a tool.
The main goal Is YOUR SKILL, not the tool.

Don’t waste your time.

Marco Boschini
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Why GNS3 and not EVE-NG?

eVe

€

Feted YL Srenmen GNS3
Community edition: GNS3 2.2.45:
- free, but with some limitations - free, no limitations
- only one lab at time - multiple lab at time
- to connect/disconnect links - you can connect/disconnect links
you must shutdown the router without shutdown the router

- you can not simulate link trouble - you can simulate link trouble

Marco Bos
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Why GNS3 and not EVE-NG?

eVe €

Emulated Virtual Environment
Next Generation GN S3

Community edition: GNS3 2.2.45:
- no wireshark integrated - wireshark integrated
- N0 docker support - docker supported

- no cluster support - cluster supported

Marco Boschini
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Why GNS3 and not EVE-NG?

eVe

€

Emuln‘rch ;:rrg.;:;g\;:rmnmem G N s3
Community edition: GNS3 2.2.45:
- web login with user and password - web login with only 1 account

max 2 account | |
- starting from version 3.0.0

login with multiple account and groups

Marco Boschini
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Why GNS3 and not EVE-NG?

eVe €

Emulated Virtual Environment
Next Generation GN S3

Community edition: GNS3 2.2.45;
- QEMU virtualization - QEMU virtualization
- connecting the VM with «linux bridge» - connecting the VM with uBridge

(UDP Tunnels)

Marco Boschini
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GNS3 VM — Ready to use solution

* GNS3 VM run as virtual machine
* |t's "ready to use”

* Just download, import on hypervisor
and run.

°* We need an hypervisor!

Marco Boschini
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GNS3 serwver wersion: 2.2.43
Release channel: 2.2

Y wversion: 0.15.0

Ubuntu wersion: focal

Qemu wversion: 4.2.1
Yirtualization: wirtualbox
kv

KWM support avallable: True
Uptime: up O minutes

IF: 19Z.168.52.2 PORT: 80

To log in using 58H: ssh gns3@192.1658.52.2
Password: 2ns3

To launch the HWeb-Ui: http://192.168.52.2

Images and projects are stored in 'Aopt/sgns3’

E

]
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Hypervisor Type

* There are 2 main types of hypervisor

* Type 1 (bare-metal)
Hypervisor Types

* Type 2 (hosted)

Appl cat:on

lﬁ

Guest OS Gue tOS

Hardware Hardware
Type 1 Type 2

Marco Boschini
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Hypervisor Type 1

* Type 1 hypervisors run directly on the
hardware without the need for a host
operating system.

_ Hypervisor Types
* They have direct access to the

underlying hardware resources
* Providing better performance and

efficiency

* Examples: VMWare ESXi, Micorsoft o i
Hyper-V, KVM (Proxmox)

VM1 VM 2

=

Guest OS Guest OS

Hypervisor

Host OS

Type 1 Type 2

' 4

Marco Boschini
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Hypervisor Type 2

* Type 2 hypervisors run on top of a
host operating system.

* They leverage the host OS to access
hardware resources and manage VMS

. Application Appllcabon
* Often used for development, testing, o5 [l cuos
desktop virtualization

Hypervisor Types

* Example: VMWare Workstation,
Oracle VirtualBox, Parallels, Microsoft doep ot

Type 1 Type 2

Hyper-V (installed on a Windows
Desktop)

Marco Boschini
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VirtualBox

* | use VirtualBox as Hypervisor.
* Hypervisor Type 2

* Open Source

* License GNU General Public License, versionZ2.
* Avalilable almost on all platform (Windows, Linux, MacOS Intel)

* No support on MacOS with Apple Silicon (M1/M2 CPU) for now (sorry).

Marco Boschini
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Hardware

* |[f you don't have a PC a solution Is:

* use a small computer like HP EliteDesk,
Dell OptiPlex, Lenovo ThinkCentre MiniPC g
T|ny IAAAN/ \/é/ /@\/ YOG //

/ Z | \/vv\/ / 0.0,
| ' -/ | 2/ I—‘-—-——‘g l ‘ §l/ \‘\/, \/ \/ \/ \\ '"\/ \/ \,,/

AVAVAVAVAVAUAY

°
<
(<]
N
a
160.
O

\_

* For my homelab | use an HP EliteDesk 800
G2 15-6500 with 8GB Ram, Windows 10.

* Purchased refurbished for less than 200
euros.

Marco Boschini
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How to check If my PC support the virtualization?

by Gestione attivita _ 0 %
= Prestazioni Ea Esegui nuova attivita “as
B’  Processi
iy CPU |
\  129% 264 GHz 11th Gen Intel(R) Core(TM) 15-1135G7 @ 2.40GHz
| Prestazioni |V ' B -
\-) Cronologia applicazioni r Memoria

| 6,9/7,7 GB (90%)

b Processori logicl: 8

<7 App di awio

; s o) Virtualizzazione: Abilitato

Inviati: O Ricevuti: O |

Cthernet Cache L1; 320 KB

Ethernet ﬁ : ' ﬁ
VirtualBox 2 60 secondi 0
Inviati: 0 Ricevuti: 0| Utilizzo  Velocita Velocita di base: 2,42 GHz
12% 2r64 GHZ Processori fisicl: 1
Ethernet Cores: 4
Ethernet 2 Processi Thread Handle Processori logici: 8
Inviati: 0 Ricevuti: 0| -
31 9 4209 1 90427 Virtualizzazione:  Abilitato
Wi-Fi Tempo di attivita Eac:e t; ii[};s
Wi-Fi OT7-AN- ALne Le J
e 6:07:40:47 o e
Inviati: 6,3 Ricevuti: ( actne L :

€3 Impostazioni —
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If not?

* Go to BIOS the settings
and set VT-x = ENABLED

Ir"t = l .'-r"T-d

Marco Boschini
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GNS3 works on aweb browser (or with a GUI)

* You can configure and use GNS3 via ===

< C Mm A Nonsicuro  192.168.52.2/static/web-ui/server/1/project/9e4e80... 3¢ O & O o @ :

web browser.

+ ~ 0O » o m Y

* To start you don't need to install the

GUI. .
* To import image (MikroTik CHR) you : @ @
don’'t need to open SSH. n !
Z (thd) (09
/ R11~ 1.R2
8 -).b(- th2 h2 ').L('

Marco Boschini
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How to get GNS3 VM Download GNS3 VM

* You can obtain the GNS3-VM In
several ways.

VirtualBox

* You can download it via GNS3

WebSIte (reQIStratlon requeSt) VMware Workstation and Fusion
* https://gns3.com/software/download- S
VI

Microsoft Hyper-V

Learn more about the GNS3 VM

Marco Boschini
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https://gns3.com/software/download-vm
https://gns3.com/software/download-vm

How to get GNS3 VM

fast wesk Version 2.2.45 (==)
& oros=mj

GLUI

Compare = * Add missing console_type values in appliance_w3json. Ref GMN53/gns3-registry#545

* The second option Is to browse to the

*  Add custom executable paths on Windows

GNS3 release page on github. e

Server

# Bundle web-ui w2 245

®  Fix mouse offset izsues with WHC in Cemu. Fixes #2335

™ —_—
. ] * Add projectoreatsd, projectopened and project.deletsd controller notification stream. Move projectupdated and
. . - projectclosed from project notification to comtreller notification stream

s Do mot stop searching for Gemu binaries if one binary cannot be executed. Ref #2306

|
® Fix Ethernet switch and Ethernet hub port validations. Fixes #2334
u I re e aS e S o Update CORS policy

s Add customn executable paths on Windows

# lpgrads sentry-sdk and ziohttp

* Download the VirtualBox Version s

fEMS3-2 2. 45-all-in-one.exs &0 M =zt wesk
fPEM53-2.2.45-ll-in-ane.exs.sha2 56 23 Bytes st wesk
fOGMS3-2.2.45.dmg 115 ME zst wiesk

FENS3-2 2,45 dmg.sha2 56 A2 Bytes =zt wesk

FENS3-2 2 45 source 7ip 2.7 ME Ba

FENS3-2 2 45 source zip.sha2 06 25 Bytes 2ot wiesk
FENS3 VMLARBEA 2 2 45 zip 1020 ME a:1 wiesk
FENS3 VMLARMGA. 2.2 45 zip sha?sh 31 Bytes =zt wiesk
FENS3 VM Hyper-V.2 .2 45 7ip 105 GE =zt wiesk
fENS3 VM Hyper-\W.2.2 45 7ip.shaZté 43 Bytes =1 wiesk

}150urce code (g ast week

}150urce code [fargz ot wiesk
Show 2l 20 szt
& E people reacted
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https://github.com/GNS3/gns3-gui/releases
https://github.com/GNS3/gns3-gui/releases
https://github.com/GNS3/gns3-gui/releases

VirtualBox

< C O @ virtualbox.org/wiki/Downloads

Download:

VirtualBox

Download VirtualBox

https://www.Vvirtualbox.org/wiki/Downloads

About
_ Here you will find links to VirtualBox binaries and its source code.
Screenshots
. Downloads VirtualBox binaries
I\/Iy d Own I Oad I I n k Documentation By downloading, you agree to the terms and conditions of the resr
Frnd-user docs If you're looking for the latest VirtualBox 6.1 packages, see Virtua

remain supported until December 2023.
Technical docs

VirtualBox 7.0.10 platform packages

Windows hosts

https://download.virtualbox.org/virtualbox/ S ‘ Windows hosts
7.0.10/VirtualBox-7.0.10-158379-Win.exe

Solaris 11 IPS hosts

The binaries are released under the terms of the GPL version 3.

SHA256:
62545b8eb17ddf27d5954ac5f8904814e12c5790d73daf545ef60bd97f4f2e12

Marco Boschini
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https://www.virtualbox.org/wiki/Downloads
https://download.virtualbox.org/virtualbox/7.0.10/VirtualBox-7.0.10-158379-Win.exe
https://download.virtualbox.org/virtualbox/7.0.10/VirtualBox-7.0.10-158379-Win.exe

Visual C++

If the libraries are not present on your PC

Visual C++ Redistributable you need to
Install them.

You can download here:

/windows/latest-
#Vvisual-studio-

https://learn.microsoft.com/en-us/c
supported-vc-redist?view=msvc-

-and-2022

Direct link:

https://aka.ms/vs/1//release/vc redist.x64.exe

Marco Boschini
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Orac!le M V'ilma'l’Bo:lcl17uo. A
Mcrbsof!wishal C’ﬁ |
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i 'WWWW;.,'"

&« (& ﬂ- @ learn.microsoft.com/en-us/cpp/windows/latest-supported-ve-redist?view=msvc-170#visual-studio-2015-2017-2019-and-2022

Version

‘ Visual Studio 2022 v ‘

‘ S% Filter by title ‘

LR T N P L R P Y N I | T’

Redistribute Components By Using Merge
Modules

Redistribute Visual C++ ActiveX Controls
Redistribute the MFC Library
Redistribute an ATL application

Latest Supported Visual C++

Redistributable Downloads
» Deployment examples
Redistribute web client applications

ClickOnce deployment for Visual

applications

Run a C++ —clr application on a previous

runtime version
C++ Attributes for COM and .NET
Attribute programming FAQ
> Attributes by group
> Attributes by usage

» Attributes alphabetical reference

Visual Studio 2015, 2017, 2019, and 2022

This table lists the latest supported English (en-US) Microsoft Visual C++ Redistributable packages
for Visual Studio 2015, 2017, 2019, and 2022. The latest supported version has the most recently
implemented C++ features, security, reliability, and performance improvements. It also includes the
latest C++ standard language and library standards conformance updates. We recommend that you
install this version for all applications created using Visual Studio 2015, 2017, 2019, or 2022.

Unlike older versicns of Visual Studio, which have infrequent redist updates, the version number isn't
listed in the following table for Visual Studio 2015-2022 because the redist is updated frequently. To
find the version number of the latest redist, download the redist you're interested in using one of the
following links. Then, look at its properties using Windows File Explorer. In the Details pane, the File

version contains the version of the redist.

Architecture Link Motes
ARMB4 https://aka.ms/vs/17/release/vc_redist.armbd.exs & Permalink for latest supported ARMEB4

version
K86 https.//aka.ms/vs/17 frelease/vc_redist.xbo.exe & Permalink for latest supported x86 version
Hod https.//aka.ms/vs/17 frelease/vc_redist.xbd. exe & Permalink for latest supported x84 version,

The ¥X&4 Redistributable package contains
both ARMG4 and X564 binaries. This
package makes it easy to install required
Visual C++ ARM®&4 hinaries when the X&d
Redistributable is installed on an ARMB4
device,



https://learn.microsoft.com/en-us/cpp/windows/latest-supported-vc-redist?view=msvc-170#visual-studio-2015-2017-2019-and-2022
https://learn.microsoft.com/en-us/cpp/windows/latest-supported-vc-redist?view=msvc-170#visual-studio-2015-2017-2019-and-2022
https://learn.microsoft.com/en-us/cpp/windows/latest-supported-vc-redist?view=msvc-170#visual-studio-2015-2017-2019-and-2022
https://aka.ms/vs/17/release/vc_redist.x64.exe

Setup VirtualBox

Run the setup file you downloaded. 3 Oracke VM Virtualbon 7010 Setup y

Welcome to the Oracle VM

«_ VirtualBox 7.0.10 Setup
% Wizard
. N The Setup Wizard will install Oracle VM VirtualBox 7.0.10 on

your computer. Click Mext to continue or Cancel to exit the

/ Setup Wizard.

You can find 1t in the Downloads folder of
your browser.

Press Next.

Version 7.0.10
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MikroTik Professionals Conference — Praha 2024




Setup VirtualBox

Don’t change anything and press Next.

Marco Boschini
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8 Oracle VM VirtualBox 7.0.10 Setup

Custom Setup

Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

VirtualBox USB Support
VirtualBox Networking
= - | VirtualBox Bridged MNetwi

e 3+ | VirtualBox Python Support

= - | VirtualBox Host-Only Net

Location: C:\Program Files\Oracle\VirtualBox),

Version 7.0.10

Oracle VM VirtualBox 7.0.10
application.

This feature requires 210MB on your
hard drive. It has 3 of 3 subfeatures
selected. The subfeatures require
992KB on your hard drive.

Browse

Disk Usage < Back Next = Cancel




Setup VirtualBox

Setup the virtual network interfaces B o i i

Warning:
Network Interfaces

Select Yes.

Installing the Oracle VM VirtualBox 7.0.10 Networking feature
will reset your network connection and temporarily disconnect
you from the network.

Proceed with installation now?

Version 7.0.10

Marco Boschini
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Setup VirtualBox

Install the depenency

Missing Dependencies
Python Core / win32api

Select Yes.

Installing the Oracle VM VirtualBox 7.0.10 Python bindings
requires the Python Core package and the win32api bindings to
be installed first.

When continuing the installation of the Oracle VM VirtualBox
7.0.10 Python bindings now, those need to be set up manually
later. Refer to the Oracle VM VirtualBox 7.0.10 SDK manual for
more information.

Proceed with installation now?

Version 7.0.10 Si NO

Marco Boschini
MikroTik Professionals Conference — Praha 2024




Setup VirtualBox

G O fO rward Wlth th e Setu p . 8 Oracle VM VirtualBox 7.0.10 Setup X

Ready to Install

P reSS I n Stal | The Setup Wizard is ready to begin the Custom installation.

Click Install to begin the installation. If you want to review or change any of your installation
settings, click Back. Click Cancel to exit the wizard.

Version 7.0.10 < Back Install i Cancel

Marco Boschini
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Setup VirtualBox

Setup Is completed!

Press end to start VirtualBox.

Marco Boschini
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"8 Oracle VM VirtualBox 7.0.10 Setup

Version 7.0.10

Oracle VM VirtualBox 7.0.10
installation is complete.

Click the Finish button to exit the Setup Wizard.

Start Oracle VM VirtualBox 7.0.10 after installation




Configure VirtualBox

¢ Oracle VM VirtualBox Manager

Eile Machine Help

e

Marco Boschini .

& AR B

Preferences  Import Export MNew

Welcome to VirtualBox!

The left part of application window contains global tools and lists all virtual machines and virtual
machine groups on your computer. You can import, add and create new VMs using

corresponding toolbar buttons. You can popup a tools of currently selected element using
corresponding element button.

You can press the F1 key to get instant help, or visit wwwi.virtualbox.org for more information
and latest news.
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Configure VirtualBox

q.':""i Oracle VM VirtualBox Manager — 0 it
Eile Machine Help
Do | N P T
n - .
[ AC P -
de Tools ;jf D l f\ Welcome I_H} {;}I |
Export Mew  Add

Extensions alBox!

ion window contains global tools and lists all virtual machines and virtual
r. You can import, add and create new YMs using

= Media

u can popup a tools of currently selected element using
Network % it www.virtualbox.org for more information
. Cloud

e Activities

Marco Boschini
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Network Interface

* GNS3 installed on VirtualBox require 2 network interfaces

* One to manage
(Web Interface / GUI / WInBox)

°* One to NAT for the lab
(es. to give Internet access to the router)




Network Interface

VirtualBox
GNS3 VM
(QEMU) (QEMU) (QEMU)
MikroTik CHR MikroTik CHR MikroTik CHR

WInBoxXx VirtualBox AT
GNS3 GUI Host Only Adapter (like a router) Internet access

(like a switch)

PC

SREIEl Internet

Marco Boschini
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Configure Virt

Marco Boschini

ualBox

_,.-

!Tf Oracle VM VirtualBox Manager

File Machine MNetwork Help

Ui 7 B

e Ky

Create  Remove Properties

Host-only Metworks NAT Metworks Cloud Networks

MName
VirtualBox Host-Only Ethernet Adapter

IPv4 Prefix
192.168.56.1/24

IPvE Prefix

DHCF Server
Disabled

Adapter DHCF Server

-

() Configure Adapter Automatically
0O configure Adapter Manually

IPv4 Address: 192.168.56.1

IPv4 Metwork Mask: 255.255.255.0

IPvi Address: fe80::550d:bf39:bc56:64ea

IPv6 Prefix Length: &4

Apply

Reset
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Configure VirtualBox

!?f Oracle VM VirtualBox Manager — 0 %

File Machine Network Help

Uik e sz el Ry g

Create  Remove Properties

Host-only Metworks MAT Networks Cloud Metworks

Mame IPv4 Prefix IPvd Prefix ~ DHCP Server
VirtualBox Host-Only Ethernet Adapter 192.168.56.1/24 Disabled

Adapter DHCF Server

Enable Server

Server Address: 192.168.56.2

Server Mask: 255.255.255.0

Lower Address Bound: 192.168.56.3

Upper Address Bound: 192.168.56.254

o Apply Reset
Marco Boschini
=
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Host Only

Host-Only Is a virtual interface and works

like a switch.

It's a local connection only between
your PC and the VM.

VMs are connected at layer2 with your

PC.

Marco Boschini
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192.168.56.101 192.168.56.102 192.168.56.103

L

Network

192_153_55_0/24 Virtual Switch

192.168.56.1 _

1192.168.56.100

VirtualBox Host-Only
Virtual Network
Adapter

WAN IP

Physical Switch/
Router

10.10.10.1

== Physical NIC

L H
wVirtuaIBv::n( Host

i 10.10.10.72




Host Only CShR )

€

You MUST use this interface to connect
with GN
WinBox to the router inside the lab '

192.168.56.102 192.168.56.103

VM2 VM3

WAN IP

Physical Switch/
Router

10.10.10.1

(also via MAC address or ROMON).

Host-Only
Network

192.168.56.0/24

192.168.56.1 192.168.56.100 Physical NIC

L2 H
10.10.10.72

VirtualBox Host-Only
Virtual Network
Adapter

DHCP

VirtualBox Host

ettings  Dashboard

Session S
Mm Safe Mode | Session:

/ Quick Set =1E3
| CAPsMAN Interface rface List Ethernet EolP Tunnel IP Tunnel GRE Tunnel VLAN ...
T Interfaces L B4 ’:‘ |Q7 ” Y ‘ ‘ Detect Internet ‘
4L Wilekss Name / Type Actual MTU [L2MTU  Tx -
% WireGuard R & bridgeT Bridge 1500 65535 Y
%2 Bridge R & vian10 VLAN 1500 65531
3 oop R  vian20 VLAN 1500 65531
- R  vian30 VLAN 1500 65531
@ Mesh R ¢ vland0 b e
=P R ¢ vlan50
MPLS D R 4 vlan60
! pyg r R ¢ vian70 ‘Address ‘Network nterfac HV
2= to R & vian80 4 172.16.10.130 17216100  vlan10
S Routing MR & vianS0 + 172.16.20.1/30 172.16.20.0 vian20
System MR b ethert +172.16.30.1/30  172.16.30.0 vlan30
® ueu RS b ether2 % 172.16.40.1/30  172.16.40.0 vian40
: R b ether3 % 172.16.50.1/30 172.16.50.0 vian50
i R “ etherd % 172.16.60.1/30 172.16.60.0 vian60
Log «| % 172.16.70.1/30 172.16.70.0 vian70
&7 RADIUS + 172.16.80.1/30 172.16.80.0 viang0

 172.16.90.1/30  172.16.90.0 vlan90
< 192.168.90.23/... 192.168.90.0 ether1
+ 192.168.255.1  192.168.255.1 loopback

& Tools
New Terminal
% Dot1X
# | Make Supout.rif
I Windows
More

11 items
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Host Only

You MUST use this interface
to connect with GNS3 web browser
or GUI.

Marco Boschini
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Gy
@ MikroTik

192.168.56

-

Host-Only
Network

192.168.56.0/24

192.168.56.1

VirtualBox Host-Only
Virtual Network
Adapter

.102  192.168.56.103

=

192.168.56.100

WAN IP

Physical Switch/
Router

10.10.10.1

Physical NIC

VirtualBox Host

10.10.10.72




NAT

* |t works like a Router (masqguerade)

* |[f you need internet access to your
lab, you have to use this interface.

* |t's not possible using this interface
to have access to the lab via winbox.

Marco Boschini
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Ping 8.8.8.8

{cfa\)
© milfroTik

Netwolk mode: Network mode:

-

0.0.2.15 : 10.0.2.15
I . i

WAN IP

Physical Switch/
Router

10.10.10.1

VirtualBox
i NAT Engine

VirtualBox Host

Physical NIC
- § 10.10.10.72




Import GNS3 VM

. . GNS3 x [ O
* Extract the .zip file
| |
® New v b 4 © @D = 0] N, Sort v = View v [[® Extractall ses
N > GNS3 v G Search GNS3 P
AN Name : Type Size
Home ¥ © @ ® W *
= chr-7.14.img Compressed (zipp... 39,113 KB
= Open Enter
@l Desktop #+ GNS3.VM.Virtuall Compressed (zipp... 1,062,534 ...
§@ Open with >
| Downloads # € GNS3-2.2.42-all-i Application 101,877 KB
- Open in new tab
— Documents # NE VirtualBox-7.0.10 Application 108,300 KB
(7 Open in new window
PN Pictures
[® ExtractAll.. N
&) Music
s.? Pin to Quick access
Videos
s> Pin to Start
images
Y7 Add to Favourites
altro
) Compress to ZIP file
GNS3
Copy as path Ctrl+Shift+C
22 Properties Alt+Enter
v M This PC
% Windows-SSD &7 Show more options
> S Network
4items 1item selected 1.01 GB ={ Ll

Marco Boschini
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Import GNS3 VM

* Double click on the .ova file

Marco Boschini
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GNS3.VM.VirtualBox.2.2.42 X +
[@ New ~ ] e 0 &)
s » Desktop > GNS3 >
“ Home Name
W GNS3VM

i Desktop

i Downloads

= Documents

PN Pictures

) Music

ﬂ Videos
images
altro

GNS3

v [l This PC
> oem Windows-SSD

¥ ‘hhl.c-m.rﬂrk
1 item 1 item selected 1.03 GB

& ‘l_EJ' T Sort ~ = View ~

GNS3.VM.VirtualBox.2.2.42

&

Date modified

09/08/2025 12:40

Type

Open Virtualizatio...

t

Size

1,083,461 ...

C

Search GMNS3 VM VirtualBox....

0




Import GNS3 VM

i ek

Create  Remove Properties

. Host-only Networks NAT Networks Cloud Networks
¢ Import Virtual Appliance ? X

efix IPvE Prefix  DHCP Server

Appliance settings j=56.1/24 Enabled

These are the virtual machines contained in the appliance and the suggested settings of
the imported VirtualBox machines. You can change many of the properties shown by
double-clicking on the items and disable others using the check boxes below.

Virtual System 1
22 Name GNS3 VM
L Guest 0S Type Ubuntu (64-bit)
1
2048 MB
i1 sound Card ICH AC97
W Network Adapter Intel PRO/1000 MT Desktop (82540EM)
M Network Adapter Intel PRO/1000 MT Desktop (82540EM)

Machine Base Folder: C:\wirtualbox W

MAC Address Policy: Include only NAT network adapter MAC addresses e

Additional Options: Import hard drives as VDI

Appliance is not signed

Help Expert Mode Back Finish Cancel

IPv4 Network Mask: 255.255.255.0

IPvE Address: fe80::550d:bf39:bc56:64e8

IPvG Prefix Length: 64
Marco Boschini
MikroTik Professionals Confe

Apply Reset




Set the parameter

li'i Cracle VM VirtualBox Manager _ 0 %

File Machine Help

"

N M [ 1 { } ‘
| o W W -

Mew  Add Settings Discard Start

M general
% GNS3 VM () | nera
, ) Powered Off J=—  Name: GNS3 VM

Operating System: Ubuntu (64-bit

M preview

i i System

Base Memory: 2048 MB
Boot Order: Hard Disk, Optical

Acceleration:  Nested Paging, PAE/MNX, KV Irtualization
M| pisplay
Video Memaory: 8 MB
Graphics Controller: VBoXVGA
Remote Desktop Server Port: 5967
Recording: Disabled
| Storage
Controller: IDE Controller
IDE Primary Device 0; GNS3 VM-disk001.vdi (Normal, 19.53 GB)
Controller: SATA Controller
SATA Port 2. GNS3 VM-disk002.vdi (Normal, 488.28 GB)
1) Audio

Host Driver: Windows Audio Session
Controller: ICH ACS7

m HNetwork

Adapter 1: Intel PRO/1000 MT Desktop (Host-only Adapter, 'vboxnet0")
Adapter 2: Intel PRO/1000 MT Desktop (NAT)

UsB

Disabled
|: Shared folders

Mone

Marco Boschini
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Run GNS3 VM

* Start GNS3 VM
* Check the IP address assigned from VirtualBox DHCP Server

* Open a Web browser

Marco Boschini
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GNS3 Is ready!

GNS3 VM [Running] - Oracle VM VirtualBox — O X

File Machine View Input Devices Help

GMNS3 server version: 2.2.42
Release channel: 2.2

WM wersion: 0.15.0

Ubuntu version: focal

Qemu version: 4.2.1
Virtualization: wvirtualbox
k.

KVWM support available: True
Uptime: up O minutes

IF: 132.168.56.3 PORT: &0

To log in using S5H: ssh gns3d
Password: gns3

To launch the Web-Ui: http://192.168.56.3 Free your

Images and projects are stored in 'soptrsens3’

Mouse/keyboard!

Marco Boschini
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Login to GNS3 web page

v @ GNS3 Web Ul X + — O X

< C /A Nonsicuro  192.168.56.3/static/web-ui/server/1/projects % ¢ a a @

e

Projects Go to preferences Add blank project

Search by name

Marco Boschini GNS3 Web Ul © 2020 - v2.2.42
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Download the MikroTik CHR image (raw)

v @) MikroTik Routers and Wireless X + — O et
<« - C ¢ mikrotik.com/download kg D 2
@ MIKIoT 1 K Home  About Buy Jobs Hardware Software  Support  Training  Account

SOﬂ:WB e Downloads Changelogs Download archive  RouterOS  The Dude  Mobile apps

Cloud Hosted Router a

6.49.10 Long-term 6.49.13 Stable 7.14 Stable 7.15beta4 Testing

Images vmdk, vhdx, vdi, ova, img
Main package
VHDX image
VMDK image
VDI image
VirtualPC image
OVA template

Raw disk image

Extra packages

8 g 08 [¢ DB [g 06 08 [E
g g 06 [¢ D8 [g 06 08 [E
8 D 08 [€ DB [pg 06 08 [E
g pg D [g DE [g [€ Q8 [E

Marco Boschini L The Dude client
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Extract MikroTik CHR image (raw)

= O X
GNS3 X S
® New v (}{3 @ N, Sort ~ = View v @ Extract all oo
A ) v G Search GNS3 P
7 Home Y O @ 8 W Size
= Open Enter
@l Desktop » Zipp... 39,113 KB
§@ Open with S
J Downloads # w4 GNS3.VM.VirtualBox.2.2.42 Zipp... 1,062,534 ...
Open in new tab
— Documents # € GNS3-2.2.42-all-in-one-regulal 101,877 KB
= (7 Open in new window
PN Pictures + N VirtualBox-7.0.10-158379-Win 108,300 KB
, [® ExtractAll.. N
) Music >
s? Pin to Quick access
i Videos »
s? Pin to Start
images +
17 Add to Favourites
altro
3 Compress to ZIP file
GNS3
Copy as path Ctri+Shift+C
/2 Properties Alt+Enter
v This PC
s e Windows-SSD 57 Show more options
> S Network
5items  1item selected 38.1 MB =[]

Marco Boschini
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Create a new QEMU Instance

v € GNS53 Web Ul X  + — O X

= C A Nonsicuro  192.168.56.3/static/web-ui/server/1/projects ) 4 a a2 @

g Servers

Projects Go to system status Go to preferences Add blank project

Search by name

Actions

Marco Boschini
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Create a new QEMU Instance

v @ GNS3WebUl X + — O X

< C A Nonsicuro  192.168.56.3/static/web-ui/server/1/preferences % ¢ a a

e

Preferences

GNS3 VM
Built-in
Dynamips
I0S on Unix
VPCS
QEMU ¥
VirtualBox
VMware

Docker

Marco Boschini
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Create a new QEMU Instance

v € GNS3Web Ul X + — O X

< C A\ Nonsicuro  192.168.56.3/static/web-ui/server/1/preferences/gemu/templates ) *d o a2

QEMU VM templates

Add QEMU VM template

Empty templates list

GNS3 Web Ul © 2020 - v2.2.42
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Create a new QEMU Instance

v € GNS3Web Ul X  + — O pd

< C A Nonsicuro  192,168.56.3/static/web-ui/server/1/preferences/qemu/addtemplate ) *d o a2

New QEMU VM template

Server type

@ Run this QEMU VM locally {ﬁ:ﬁ} Run this QEMU VM on the GNS3 VN

QEMU VM Name

QEMU binary and memory

Console type

Disk image

Marco Boschini
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Create a new QEMU Instance

v € GNS3 Web Ul X + — 0 X

< C A Nonsicuro  192.168.56.3/static/web-ui/server/1/preferences/qemu/addtemplate I 0 a2 @

g Servers

New QEMU VM template

Server type

QEMU VM Name

MikroTik CHR 7.14

QEMU binary and memory

Console type

Marco Boschini Disk image
MikroTik Professionals Confe




Create a new QEMU Instance

v € GNS3Web U x + — 0 X
< C A Nonsicuro  192,168.56.3/static/web-ui/server/1/preferences/qemu/addtemplate ) *d o a2 @
New QEMU VM template B

Server type

IMPORTANT:
QEMU VM Name Select /usr/bin/gemu-system-x86 64
(without «-spice»)

QEMU binary and memory

Qemu binary

/usr/bin/gemu-system-x86_64-spice

RAM
256

Console type

Disk image

Marco Boschini
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Create a new QEMU Instance

v € GNS3Web Ul X + — O X

< C A Nonsicuro  192,168.56.3/static/web-ui/server/1/preferences/qemu/addtemplate ) *d o a2

Server type

QEMU VM Name

QEMU binary and memory

Console type

Console type

telnet

. Disk image

Cancel Add template

GNS3 Web Ul © 2020 - v2.2.42
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Create a new QEMU Instance

v £ GNS3Web Ul X  + — O pd

< C A\ Nonsicuro  192.168.56.3/static/web-ui/server/1/preferences/qemu/addtemplate ) *d O =

Server type

QEMU VM Name

QEMU binary and memory

Console type

Disk image

O Existing image @ New image

Please enter name

Cancel Add template

Marco Boschini
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Create a new QEMU Instance

v € GNS3Web Ul X  +

ya @ Open

- S » PC3 » Desktop » GNS3 » chr-7.14.img Search chr-7.14.img P

if
L

0 @

Date modified Type Size

Organise ~ New folder

“ Home Name

Mo items match your search.

il Desktop

l],_ Downloads

= Documents

PN Pictures
4 Music
u Videos

images

File name: *v*| File QCOW?2

| Open Cancel

Browse

Cancel Add template

Marco Boschini
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Create a new QEMU Instance

v & GNS3Web Ul X +

v @ Open

- A > PC3 » Desktop » GNS3 » chr-7.14.img C Search chr-7.14.img P

Organise ~ MNew folder

Il
]
-3

7 Home Name Date modified Type Size

Mo items match your search.

il Deskiop

ll—_ Downloads
= Documents
PN Pictures
oy Music
u Videos

Images

File QCOW?2

File QCOW?2
Tutti 1 file

File name:

Browse

Cancel Add template

Marco Boschini
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Create a new QEMU Instance

v € GNS3Web Ul X + — 0 %

¢ 5| @open B + 0 @

& v o P » PC3 » Desktop » GNS3 > chr-7.14.imqg Search chr-7.14.img

Organise « New folder

> Home Name Date modified Type
D chr-7.14 29/02/2024 14:30 Disc Image File
i Desktop
}_ Downloads
= Documents
PN Pictures
oy Music
u Videos

imagES _____________________________________________________________________________________________________________________________________________|

File name: |chr-7.14 V‘ Tutti i file

‘ Open Cancel

Browse

Cancel Add template
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MikroTik Professionals Conference — Praha 2024




Import MikroTik CHR

v € GNSI Web Ul X  + — O pd

< C /A Nonsicuro  192.168.56.3/static/web-ui/server/1/preferences/qemu/addtemplate ) *d o a2

Server type

QEMU VM Name

QEMU binary and memory
Console type

Disk image

() Existing image (® New image

Please enter name

chr-7.14.img

Image uploaded Cancel Add template

Marco Boschini
MikroTik Professionals Conference — Praha 2024




Import MikroTik CHR

v € GNS3 Web Ul X + - U X

< C A Nonsicuro  192.168.56.3/static/web-ui/server/1/preferences/qemu/templates % ¢ a a

g Servers

QEMU VM templates

Add QEMU VM template

MikroTik CHR 7.14

Marco Boschini GNS3 Web Ul © 2020 - v2.2.42
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Import MikroTik CHR

v € GNS3 Web Ul x + — O X

< C A\ Nonsicuro  192.168.56.3/static/web-ui/server/1/preferences/qemu/templates/7d087fd8-43ec-45f7-8aaf-bef6f93... ¥y 0 a2

g Servers

QEMU VM configuration

General settings
HDD

CD/DVD
Network
Advanced

Usage

Cancel

Marco Boschini GNS3 Web Ul © 2020 - v2.2.42
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General settings

v € GNS3 Web Ul X + — O e

< C A Nonsicuro  192.168.56.4/static/web-ui/server/1/preferences/qemu/templates/a3c8103f-9bb8-4dff-823... Bg @ W a a :

% Servers

QEMU VM configuration

General settings

Template name

CHR7.14

R{0)

Symbol
-/symbols/qgemu_guest.svg

Choose symbol ‘“

Category

Default

RAM
256

vCPUs

1

o COemu binary
Marco Boschini /bin/gemu-system-x86_64
MikroTik Professionals Confe
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Choose symbol

v € GNS3 Web Ul X + — ] X

& C A Nonsicuro  192.168.56.4/static/web-ui/server/1/preferences/qemu/templates/a3c8103f-9bb8-4dff-823... Bg @ W O 2 @

8 Servers

Symbol selection

Cancel
Choose symbol

(® Allsymbols () " “bols () Custom symbols + Add symbol

Search by filename

router

Marco Boschini
MikroTik Professionals Confe

S
®



Network - name format: eth{portl}

v € GNS3 Web Ul X + — O e

< C A Nonsicuro  192.168.56.4/static/web-ui/server/1/preferences/qemu/templates/a3c8103f-9bb8-4dff-823... Bg @ W a a :

HDD

CD/DVD

Network

Adapters
4

First port name

Mame format

eth{port1}

Segment size

0

Base MAC

Paravirtualized Network 1/0 (virtio-net-pci)

Configure custom adapters

[ ] Use the legacy networking mode
Replicate network connection state

Marco Boschini Advanced

MikroTik Professionals Confe




Import MikroTik CHR

v € GNS3 Web Ul X + — O e

< C A Nonsicuro  192.168.56.4/static/web-ui/server/1/preferences/qemu/templates/a3c8103f-9bb8-4dff-823... Bg @ W a a2 @

Optimization

Activate CPU throttling

Perecentage of CPU allowed

0

Process priority
normal

Additional settings

Options

-nographic -machine accel=tcg - m aC h I n e aC C el :t C g

Use as a linked base VM
[] Enable the Trusted Platform Module (TPM)
[] Enable the UEFI boot mode

Cancel

Marco Boschini GNS3 Web Ul © 2020 - v2.2.42
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Nested Virtualization

* VirtualBox support Nested Virtualization only for the host (GNS3 VM)
* The VM Inside GNS3 (run with QEMU) can not use the Virtualization itself.

* This means that MikroTik CHR need to be set with software emulation and not
KVM hardware emulations.

* |t's not a problem for a small labs
(in my PC | run a lab with 18 router without problem).

* add this parameter in the QEMU template option: -machine accel=tcg

Marco Boschini
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Finish!

v @ GNS3Web Ul X + — L X

< C A Nonsicuro  192.168.56.4/static/web-ui/server/1/preferences/qemu/templates/a3c8103f-9bb8-4dff-823... Bg @ W a a2 @

Optimization

Activate CPU throttling

Perecentage of CPU allowed

0

Process priority

normal

Additional settings

Options
-nographic -machine accel=tcg

Use as a linked base VM
[] Enable the Trusted Platform Module (TPM)
[] Enable the UEFI boot mode

Cancel

GNS3 Web Ul © 2020 - v2.2.42
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Back Home

v € GNS3Web Ul x + — O X

< C A\ Nonsicuro  192.168.56.3/static/web-ui/server/1/preferences/qemu/templates/7d087fd8-43ec-45f7-8aaf-bef6f93... ¥¥ 0 a2

g Servers

QEMU VM configuration

General settings
HDD

CD/DVD
Network
Advanced

Usage

Cancel

Marco Boschini GNS3 Web Ul © 2020 - v2.2.42
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First lab: MTPC

v € GNS3 Web Ul X + - O X

< C /A Nonsicuro  192,168.56.4/static/web-ui/server/1/projects ORI * ¢ a

e Servers

Projects Go to system status Go to preferences Add blank project Import project

Create new project

Cancel Add project

Marco B hini . I
arco Bosc GNS3 Web Ul © 2020 - v2.2.42
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Add object

v € MIPC x + — O X

< C A\ Nonsicuro  192.168.56.4/stati® ver/1/project/bc0a9032-13aa-4256-a357-3da%909a57b53 O *¢ a 2 @

e + ~ O » n = 9

@ N O 0

o B B \ O O

Marco Boschini
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Add link

v € MIPC x + — O X

< C /A Nonsicuro  192.168.56.4/static/web- Bject/bc0a%032-13aa-4256-a357-3da909a57b53 Q v a a2 @

+ ~ 0O » 11 = Y

@ N

o B B \ O O

Marco Boschini
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Add note

v € MIPC x + — O X

< C A Nonsicuro  192.168.56.4/static/web-ui/server/1/project/bc0a9032-13aa-4256-a357-3da909a57b53 U * ¢ a 2 @

e + ~ O » n = 9

®

Q

V4

U

O

a8

0]

IL)
Marco Boschini }
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Grid and snap

v € MIPC x + — O X

< C A Nonsicuro  192.168.56.4/static/web-ui/server/1/project/bc0a9032-13aa-4256-a357-3da909a57b53 Q) i - @

e + ~ O » n = 9

@ N O 0

o B B \ O O

Marco Boschini
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Add object

v € MIPC x + — O X

< C A\ Nonsicuro  192.168.56.4/static/web-ui/server/1/project/bc0a9032-13aa-4256-a357-3da909a57b53 U * ¢ a 2 @

+ ~ 0O » 1 o= Y

El Insert New Node...

\ \ate...

Filter by nan

X @ =« F

ATM switch : Cloud Ethemnet hub

N,

b

Frame Relay
switch switch

o B B \ O O

Marco Boschini
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Add links

v € MIPC x + — O X
“— C /A Nonsicuro  192.168.56.4/stak Brver/1/project/bc0a9032-13aa-4256-a357-3da%09a57b53 Q W O & :
O » 11 = Y
Add a link

nge NAT1

Q I T

o w

Q

4

T Ly

‘Cloud1: R1

l:l __________

O @

a

0]

I
Marco Boschini }
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Enable show grid and snap to grid

Marco Boschini
MikroTik Professionals Confe

W

€ MTPC

@ N O 0

o B B \ O O

C A\ Nonsicuro  192.168.56.4/static/web-ui/server/1/project/bc0a9032-13aa-4256-a357-3da909a57b53

X + —

Show interface labels

[ ] Show console

[] Show topology/servers summary
[] Show notifications

[] Show layers

Show grid
Snap to grid
Scale symbols




Add links

v €& MTPC X + — O X
< C /A Nonsicuro  192,168.56.4/static/web-ui/server/1/project/bc0a9032-13aa-4256-a357-3da909a57b53 Q W a a2
-+ O » u = 9
“x | NAT1 |
Q
@0
/7
(eth1)
0O 31
O @
a8
Q&
(N
Marco Boschini
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Start the router

v €& MTPC X + — O X

< C /A Nonsicuro  192.168.56.4/static/web-ui/server/1/project/bc0a9032-13aa-4256-a357-3da909a57b53 Q o a :

n m 9

o Show node information
[=] Configure

p Start

C Reload

nre Web console

+ -

>

nrre Web console in new tab

L’x [] Console

g Change hostname

&%, Change symbol

@D D Duplicate

» Move layer up

v Move layer down

@1 T Bring to front

Cloud1 ﬁ Lock item

_ .[]elete
0 %——

Marco Boschini
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Open the Web console

v € MTPC x +

& c /N Non sicuro

192.168.56.4/static/web-ui/server/1/project/bc0a9032-13aa-4256-a357-3da909a57b53 Q v O a2

é + O - = -

o Show node information
. E Configure
| Il Suspend
| Wl Stop
| C Reload
wrte Web console

wrte Web console in new tab
[] Console

/‘ Change hostname
&X_Change symbol

l D Duplicate

A Move layer up

JORNO]

N,

v Move layer down

b

eth

T Bring to front
ﬂ Lock item

i Delete
0 —{ eth2

Cloud1

O B B \ O O

Marco Boschini
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It wOrks!

v € MTPC X  + — O X

< C I\ Nonsicuro  192.168.56.4/static/web-ui/server/1/project/bc0a9032-13aa-4256-a357-3da%09a57b53 Q vy o & :

ake NAT1

GNS3 console

MikroTik 7.14 (stable)
MikroTik Login:

@ N 0O 0

O
O
/
a
Q
0

Marco Boschini
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WIinBox

-
@ WinBox (64bit) v3.27 (Addresses) — O >

File Tools

Connect To: |0C:62:10:57:00:01 Keep Password

Login: | admin Autosave Session

Password: | *** Open In New Window

Browse Auto Reconnect

Session: | <own>

+|

Mote: | MikroTik

Group: ¥

RoMOM Agent: *

AddfSet Connect To RoMON Connect

Mgngged NEighbDFE

W | | Refresh Find all || ¥

MAC Address £ IP Address |dentity Version Board Uptime b
0C:62:10:57:00:01 0000 MikroTik 714 (stabl.. CHR 00:03:50

M

Marco Boschini -.1 item (1 selected) )
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It wOorks!

R
@ admin@0C:62:10:57:00:01 (MikroTik) - WinBox (64bit) v/7.14 on CHR (x86_64) — O X

Session  Settings Dashboard

| [ Safe Mode | Session:| 0C:62:10:57:.00:01

# CQuick Set
L WiFi
WA Interfaces DHCP Client
# WireGuard DHCP Client | DHCP Client Options
T ol =T

Bridge
i-s- (| =] ||| 52 Y| | Release || Find
m= PPP
-[: Mesh Interface A lse P |Add D... |IP AddNgeE Expires After | Status
@ P . etherl yes yes 192.168.12213... 00:55:13 bound
IPv6 [* Ping [ ES
@ MFLS A General ‘ Advanced ‘
I Routing [
ﬁ“ System [ Fing To: | 159.148.172.205 Stop
& Queues VRF: Close
B Files Interface: New Window
- Log ] ARP Ping
a! RADIUS

Packet Count

#. Tools [
Bl New Terminal TomEr
¥ DotlX Seq# / |Host Time (m. e
b Make Supout rif 0 159.148.172.205 75.816

50
E MNew WinBox 1 159.148.172.205 54.131 56 50

B Exit
=

2items 2 of 2 packets recei... % packetloss Min: 54.131... | Avg: 64.97... |Max: 75.816 ...

Marco Boschini
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Keep planting your seeds,
because you will never know
which ones will grow.

Maybe, everyone will do It.

- Albert Einstein

Marco Boschini
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The day you plant the seed
IS nhot the day you eat the fruit.

It takes time.
Don't quit. Keep Going.
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Thankyou

Marco Boschini

marco@corsimikrotik.it
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