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Presentation Objectives

* Look at packet flow though RouterOS bridges when using
Hardware Offloading.

* Look at how this changes when adding in a none hardware
offloaded port.

* Look at how Layer2 traffic can be managed on a hardware
offloaded bridge.
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Packet Flow

 When using more than one RouterOS Features, it is important
to understand how these features work together.

* Understanding how packets flow though RouterOS will answer
these questions.
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RouterOS Packet Flow
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Flow of a Hardware Offloaded Packet

 Most MikroTik devices are equipped with dedicated switching
hardware — the switch chip.

* The switch chip allows us to offload some bridging functions
e.g. packet forwarding between bridge ports or packet filtering,
onto this specialized hardware chip without consuming any
CPU resources.

* In RouterOS this is called Bridge Hardware Offloading.
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MikroTik Switch Chip — Features

* There are several different types of switch chips on
RouterBOARDs. These have different features

QCA8337 hAP ac / hEX PoE 2048 4096

AR8327 hAP ac? v v v v 2048 4096 92
AR8227 hAP/hEX) v v v x 1024 4096 x
AR8316 v v v x 2048 4096 32
AR7240 v v v x 2048 16 x
IPQ-PPE hAP ax%, hAP ax3, Chateau ax, cAP ax v x x x 2048 x x
MT7621, MT7531 hEX (750Gr3), hAP ax lite, 4 4 x x 2048 40963 x
RTL8367 1100AHx4/RB4011 v v x x 2048 40963 x
ICPlus175D v v x x x x x
88E6393X RB5009 v v v v 16k 40963 256
88E6191X,88E6190  L0O09, CCR2004-16G-2S+ v v v v 16k 40963 x
98PX1012 x x x x x x x
Others v x x x x x x

|
I lh@ Complete list https://help.mikrotik.com/docs/display/ROS/Switch+Chip+Features .
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Bridge — HW Offloading

* Enabling some bridge features can, depending on the switch
chip, disable HW-offloading e.g.:-

—Spanning Tree

— Rapid Spanning Tree

— Multiple Spanning Tree
—IGMP Snooping
—DHCP Snooping
—VLAN Filtering
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Bridge — HW Offloading

* Enabling some bridge features can, depending on the switch
chip, disable HW-offloading only on the interface e.g.:-

—Bonding
— Bridge Horizon
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. °
Bridge — HW Offloading
Switch Chip Model (example units) IGMP Snooping | DHCP Snooping m

CRS3xx, CRS5xx CCR2116, CCR2216 4

CRS1xx/2xx v x v2 v x x x4
QCA8337 hAP ac / hEX PoE v x x v2 x x x4
AR8327 hAP ac? v x x V2 x x x4
AR8227 hAP/hEX lite v x x x x x x4
AR8316 v x x v2 x x x4
AR7240 v x x x x x x4
IPQ-PPE® hAP ax2, hAP ax3, Chateau ax, cAP ax x x x x x x x4
ICPlus175D x x x x x x x4
MT7621, MT7531 hEX (750Gr3) V3 V3 x x V'3 x x4
RTL8367 1100AHx4/RB4011 V3 V'3 x x V'3 x x4
88E6393X, 88E6191X, 88E6190  RB5009, L009, CCR2004-12G-2S+ v v v v V'3 v'7 x4

1.  Feature will not work properly in VLAN switching setups, however, can be achieved using a switch ACL rule

Feature will not work properly in VLAN switching setups.

Hardware offloading for vlan-filtering only for ether-type 0x8100. The use of other ether-types and tag-stacking will disable hardware offloading.
Hardware offloading will only be disable for the specific bridge port not the entire bridge.

Bridge hardware offloading only supported using 802.3ad bonding and balance-xor bonding modes.

Hardware offloading support for IPQ-PPE is currently incomplete. It is recommended to use none-hw offloading bridge by enabling RSTP on the bridge
802.3ad mode is only supported when R/M/STP is enabled on the bridge

N v s wbN

ln Complete list https://help.mikrotik.com/docs/display/ROS/Bridging+and+Switching#BridgingandSwitching-BridgeHardwareOffloading.
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Bridge HW Offloading Packet Flow

Adding Bridge Hardware Offloading adds new elements and
logic gates to the packet flow.

 Hardware Offloading does not restrict a device to only
hardware limited features.

* |tis possible to take advantage of both hardware and software
processing at the same time.

* This requires understanding of how the packets flow.
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Packet Flow with a Switch Chip
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0 *interface HTB will not work correctly when the out-interface is hardware offloaded and bridge fast path is not active
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Switching
* Inside the switching block, there are two processes
— Switching Decision

— Switch-CPU-Port

Lin®
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Switching Decision

* Functions widely depend on the switch model.
* Controls all the switching related tasks includes:-
—host learning,
— packet forwarding,
—filtering,
lirniting,
—VLAN tagging/untagging,

—FRiFFeFRE;-etc.
e Certain switch configuration can alter the packet flow.
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Switch-CPU Port

e Switch-CPU a special purpose switch port for communication
between the main CPU and other switch ports.

* The switch-cpu port does not show up anywhere on RouterOS
except for the switch menu.

* None of the software related configuration (e.g. interface-list)
can be applied to this port.

* Packets that reach the CPU are automatically associated with
the physical in-interface.
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Flow of a HW Offloaded Packet

 There are 3 ways a packet may flow though the switching
logic:-

—Switch Forward
— Switch Input

— Switch Output
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Switch Forward

* When a packet is forward between two switch ports on the
same switch chip and the interfaces are hardware offloaded.

Lin®
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PHYSICAL
IN-INTERFACE :
------- - SWITCHING

Switch Forward

N-INTERFACE 0 SWITCH-CPU :
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OUT-INTERFACE

I
l :

! :

! === == SWITCHING /
I I[==+- DECISION

1 I .

DUT-INTERFAC SWITCH-CPU .
W-offloaded? PORT .

The switch checks
whether the
in-interface is a
hardware offloaded
interface.
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PHYSICAL
IN-INTERFACE

Switch Forward

N-INTERFACE a NO SWITCH-CPU :
W-offloaded? PORT .
YES :
2
SWITCHING

DECISION /

SWITCHING

/

PHYSICAL
OUT-INTERFACE

SWITCH-CPU :
PORT :

The packet through
the switch host
table to make a

forwarding decision.

If the switch finds a
match for the
destination MAC
address, the packet
is sent out through
the physical
interface.
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PHYSICAL
IN-INTERFACE

- SWITCHING

Switch Forward

N-INTERFACE a NO SWITCH-CPU :
W-offloaded? PORT .
YES :

- — 7( DECISION /

PHYSICAL
OUT-INTERFACE

= = = = SWITCHING
] = = + - DECISION

SWITCH-CPU :
PORT :

A packet that ends
up being flooded
(e.g. broadcast,
multicast, unknown
unicast traffic) gets
multiplied and sent
out to every
hardware offloaded
switch port.

23



Switch to CPU Input

PHYSICAL IN-INTERFACE SWITCH-CPU :
IN-INTERFACE HW-offloaded? PORT "

YES T
_______ — -/ swrcune /. _

'N'm===== =+ DECISION /
e Switch input is when a packet is received on a phy5|cal

interface and it is destined to the switch-cpu port for further
software processing

* There are 2 paths to the switch-cpu port.

Lin®
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SW|tch to CPU Input

IN-INTERFA SWITCH-CPU

PHYSICAL
IN-INTERFACE HW-offloaded? PORT

___—-——g——/SWITCHING / T

'N'm=—==== =+  DECISION / .
1. Hardware offloading and switching is not used e.g.

—a standalone interface for routing
—a bridged interface with disabled HW-offloading

The packet is simply passed to the CPU for further processing
by RouterOS.

Lin®
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Switch to CPU Input

PHYSICAL IN-INTERFACE SWITCH-CPU :
IN-INTERFACE HW-offloaded? PORT "
YES :

__---——é—-/SWITCHING / T

l__--—-?—7l DECISION /

i owome ] :
2. When hw-offloading is active on the in-interface. This causes

the packet to pass through to the switching decision. This may
happen for several reasons:
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Switch to CPU Input

* Dst MAC-Address matches with a local MAC address e.g. when
a packet is destined to a local bridge interface

* A packet is flooded to all switch ports (inc Switch-CPU) e.g.
broadcast or multicast traffic or unknown unicast is received

e Switch may have learnt that some hosts can only be reached
though Switch-CPU Port, e.g. none hw offloaded interfaces
(wireless, EolP and some ethernet interfaces)
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Switch to CPU Input

* Packet is copied to the switch-cpu e.g. for packet inspection.

* Packet is trigged by the switch configuration and should be
processed in software e.g. DHCP or IGMP snooping.
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CPU Output to Switch

* This happens when a packet exits RouterOS software
processing and it is received on the switch CPU port.

Lin®
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CPU Output to Switch

{ LOGICAL < // DECAPSULATION
\ |N-|NTERFACE A (TE VPLS. VLAN, TUNNEL)

IN-INTERFACE MPLS TRAFFIC? IPv4 or IPv6
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CPU Output to Switch

BRIDGING

INTERFACE HTB
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CPU Output to Switch

 There are 2 paths a packet can take after leaving the

PHYSICAL IN-INTERFAC SWITCH-CPU :
IN-INTERFACE HW-offloaded? PORT :
YES :

------- — B 7/ SWITCHING / T

7 DECISION /

SWITCH-CPU
PORT
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CPU Output to Switch

1. Where hardware offloading and switching is not even used e.g.
— A standalone interface used for routing
— a bridged interface with hw-offloading disabled
Here the packet is just sent out of the physical interface.

SWITCHING
DECISION

PHYSICAL
OUT-INTERFACE

Lin® | | %




CPU Output to Switch

2. When HW-offloading is active on the out-interface this will
cause the packet to pass though the switching decision and
will learn the src-mac address from the packet.

I :
[ -
1 -
l I -— — Ju— —! — Ju— J F AP NIL . IRIINNF. /
I I e DECISION
[ - J
I -

PHYS' AL
OUT-INTERFACE

Lin®

SWITCH-CPU :
PORT :
N -
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CPU Output to Switch

* The switching decision of learning mac addresses is especially

useful when a bridge contains both HW and none-hw
offloaded interfaces e.g. ethernet and wireless.

* The switch can learn which frames needed to be forward to the
CPU.
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Hardware and Software Bridge

 Hardware offloading does not restrict a device to only
hardware limited features.

* |tis possible to take advantage of the hardware and software
processing at the same time.

* This does require a very deep understanding of how packets
travel through the switch chip and when exactly they are
passed to the main CPU.
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Example Config — hAPac/2

 Ether 5—-WAN
* Ether 1-4, all in bridge-lan.
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Example Config — hAPac/2

* Ether3 and Ether4 have hw-offloading disabled

Filters MNAT Hosts MDB

Bridge Ports | Port Extensions VLAMNs MSTIs  Port MST Overrides

#/=] [vl%] ] [v]

# Interface Bridge Horizon Trusted |Priority (... |Path Cost |PYID | Role
OH & etherl bridge-lan no a0 10 1 designated port
1H & etherz bridge-lan no 30 10 1 designated port
= & ether3 bridge-lan no 80 10 1 designated port
3 & etherd bridge-lan no desionated oo
41 & wiani bridge-lan no Terminal 2=
SIT__|& wian2 bridge-lan no Colunns: INTERFACE, BRIDGE, HW, PVID, PRIORITY, PATH-COST, INTERNAL> #
. # INTERFACE BRIDGE HW PVID PRIORITY PA IH HORIZOH
i 0 H etherl bridge-lan vyes 1 0x80 10 10 none
timtrarEama hrd Ans P ether3 bridge-lan no 1 0x80 10 10 none
/interface bridge port )
add bridge=bridge-lan interface=etherl i I ;?1554 Eiigg:_ix ne i gzgg ig ig 2222
add bridge=bridge-lan interface=ether2 5T wlan? bird dye~1an 1 0x80 10 10 none

add bridge=bridge-lan hw=no interface=ether3
add bridge=bridge-lan hw=no interface=etherd
add bridge=bridge-lan interface=wlanl

[aduin@MikroTik] /interface/

bridge/port>

add bridge=bridge-lan interf =wlana

face
‘bridge /port>

ac
[adnin@MikroTik] /interface/br

Lin®
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hAPac”2 — block digram

ﬁ————————————————————

hAP ac”"2 (RBD52G-5HacD2HnD-TC)
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MikroTik Switch Chip — Features

* There are several different types of switch chips on
RouterBOARDs. These have different features

AR8327

AR8316 v v v x 2048 4096 32
AR7240 v v v x 2048 16 x
IPQ-PPE hAP ax%, hAP ax3, Chateau ax, cAP ax v x x x 2048 x x
MT7621, MT7531 hEX (750Gr3), hAP ax lite, 4 4 x x 2048 40963 x
RTL8367 1100AHx4/RB4011 v v x x 2048 40963 x
ICPlus175D v v x x x x x
88E6393X RB5009 v v v v 16k 40963 256
88E6191X,88E6190  L0O09, CCR2004-16G-2S+ v v v v 16k 40963 x
98PX1012 x x x x x x x
Others v x x x x x x

|
| l“@ Complete list https://help.mikrotik.com/docs/display/ROS/Switch+Chip+Features 20


https://help.mikrotik.com/docs/display/ROS/Switch+Chip+Features

. °
Bridge — HW Offloading
Switch Chip Model (example units) IGMP Snooping | DHCP Snooping m

CRS3xx, CRS5xx CCR2116, CCR2216
CRS1xx/2xx v x v2 v x x x4

AR8327

AR8316 v x x v2 x x x4
AR7240 v x x x x x x4
IPQ-PPE® hAP ax2, hAP ax3, Chateau ax, cAP ax x x x x x x x4
ICPlus175D x x x x x x x4
MT7621, MT7531 hEX (750Gr3) V3 V3 x x V'3 x x4
RTL8367 1100AHx4/RB4011 V3 V'3 x x v3 x x4
88E6393X, 88E6191X, 88E6190  RB5009, L009, CCR2004-12G-2S+ v v v v V'3 v'7 x4

1.  Feature will not work properly in VLAN switching setups, however, can be achieved using a switch ACL rule

Feature will not work properly in VLAN switching setups.

Hardware offloading for vlan-filtering only for ether-type 0x8100. The use of other ether-types and tag-stacking will disable hardware offloading.
Hardware offloading will only be disable for the specific bridge port not the entire bridge.

Bridge hardware offloading only supported using 802.3ad bonding and balance-xor bonding modes.

Hardware offloading support for IPQ-PPE is currently incomplete. It is recommended to use none-hw offloading bridge by enabling RSTP on the bridge

N v s wbN

802.3ad mode is only supported when R/M/STP is enabled on the bridge

ln Complete list https://help.mikrotik.com/docs/display/ROS/Bridging+and+Switching#BridgingandSwitching-BridgeHardwareOffloading.
41
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Example 1 — In HW Offloaded / Out HW-Offloaded

* Traffic flow between Etherl (PC1) and Ether2 (PC2).
* Bridge hardware offloading in enabled.

* Packet is forwarded between two switch ports on a single

switch.

Lin®

Bridge

Bridge Ports | Port Extensions YLANs MSTIs Port MST Overrides Filters NAT  Hosts MDB
+ = ¢ 8 A YT

# Interface
OH & etherl
1 H & ether2

Bridge
bridge-lan
bridge-lan

Horizon | Trusted |Priority (...

no

Path Cost PYID |Role

1 designated port
1 designated port

3 & etherd
41 & wianl
51 & wlan2

6 items {1 selected)

bridge-lan
bridge-lan
bridge-lan

1 designated port
1 disabled port
1 disabled port
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Example 1 — In HW Offloaded / Out HW-Offloaded

IN-INTERFACE
BRIDGE PORT?

PHYSICAL
IN-INTERFACE

FORWARD

FORWARD
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m=
Qg
'
(o4
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PHYSICAL *
e INTERFACEHTB | 1 N2/ N R

Lin®
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/ DECAPSULATION
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FORWARD
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DECISION ;

FORWARD
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0
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=
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ENCAPSULATION /
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' PROCESSES

, VPLS. VLAN, TUNNELV
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Example 1 — In HW Offloaded / Out HW-Offloaded

(1)

N-INTERFACE NO SWITCH-CPU :

W-offloaded? PORT >_) whether the
YES

PHYSICAL
CN-INTERFAC)
: in-interface is a

_______ _ - -/ swcnme @} T hardware offloaded

The switch checks

| 4
——————— DECISION

1 ]! . 7, / H

' 5 interface.

L :

I i

1 ! == .- SWITCHING

o I = - + - DECISION :

I ! ! i E é

PHYSICAL SWITCH-CPU :
OUT-INTERFACE PORT .
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Example 1 — In HW Offloaded / Out HW-Offloaded

PHYSICAL
IN-INTERFACE

N-INTERFACE 0
W-offloaded?
YES

SWITCH-CPU :
PORT .

|

--=— =i - 7/ SWITCHING

PHYSICAL
OUT-INTERFACE

] = = & = DECISION /

SWITCH-CPU .
PORT .

The packet through
the switch host
table to make a
forwarding decision.
If the switch finds a
match for the
destination MAC
address, the packet
is sent out through
the physical
interface.
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Example 2 — In HW Offloaded / Out Not HW-Offloaded

* Traffic Flow between Etherl (PC1) and Ether4 (PC4)
* |In-interface HW offloaded Out-Interface not hw-offloaded

Bridge = E3

Bridge Ports | port Extensions YLANs MSTIs Port MST Overrides Filters MNAT Hosts MDB

+||=| v|%| | AT

# Interface Bridge Horizon |Trusted |Priority (... |Path Cost PYID Role v
OH & etherl bridge-lan no 80 10 1 designated port
________ IH  &etherz bridgedan om0 80 10 1designatedport
I — &ethers bridgedan om0 80 o 1 designated port
3 & etherd bridge-lan no a0 10 1 designated port
41 & wianl bridge-lan no 30 10 1 disabled port
51 & wian2 bridge-lan no 80 10 1 disabled port

6 items {1 selected)
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Example 2 — In HW / Out Not HW

LOGICAL )\ & // DECAPSULATION
IN-INTERFACE /(TE, VPLS. VLAN, TUNNEL)

IPv4 or IPv6
TRAFFIC?

PHYSICAL MPLS TRAFFIC?
ININTERFACE . PAG PROGENTS] DECAPSULATE?

BRIDGING
DECISION

INPUT '

FORWARD
FORWARD

PHYSICAL
OUT-INTERFACE

INTERFACE\TB*

IPv4 or IPv6
TRAFFIC?

MPLS TRAFFIC?
(TAG PRESENT?)

ENCAPSULATE?

BRIDGE PORT?

YES

INTERFACE HTB

LOGICAL ENCAPSULATION /
OUT-INTERFACE (TE, VPLS. VLAN, TUNNEL)/

*Interface HTB will not work correctly when the out-interface is hardware offloaded and bridge fast path is not active
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Example 2 — In HW / Out Not HW
B
m‘"’gm @ ...................... BRIDGING ... ?

BRIDGE
PREROUTING INPUT

BRIDGE
DTS-NAT

BRIDGING :
DECISION :

BRIDGE .
FORWARD

s i
. USEJP.
: . - BRIDGE | 1 | FORWARD

FIREWALL? SRC-NAT

YES *
SWITCH-CPU

POSTROUTING BRIDGE BRIDGING .
poR OUTPUT DECISION .

s eeeeeeaenesenssnsesnnenner RFAGHTB i.@ .............................................. é

1. Switch checks if in-interface is hw-offloaded interface.

Lin®
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Example 2 — In HW / Out Not HW

SWITCHING /
R A § @) B.R.'PG.'.N.‘%.........,...,g........g
HW - offfio aded? PORT .

"
SWITCHING
‘ DECISION /

SWITCHING
DECISION

BRIDGE
PREROUTING INPUT

BRIDGE
DTS-NAT

$ " BRIDGE
FORWARD

NO } YES

BRIDGE
FIREWALL? - SRC-NAT < | FORWARD

YES * .
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

e w;r.E;F;mt ® | é

2. Packet dst-mac address is run though the switch host table to make a
forwarding decision. The packet gets forwarded to the switch-cpu port.

Lin® .
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Example 2 -

SWITCHING

BRIDGE PORT.’

/

SWITCH-CPU

SWITCHING
DECISION

. SWITCHING
DECISION

SWITCH-CPU
PORT

INTERFACE HTB*

BRIDGE
DTS-NAT

BRIDGING

. @ ...............................................

In HW / Out Not HW

PREROUTING

BRIDGE
INPUT

BRIDGING / ©
NO DECISION :

$ " BRIDGE
FORWARD
NO } YES
USEdP. BRIDGE
IREWALL? - SRC-NAT < | FORWARD
YES + .
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

further processed by the RouterOS packet flow.

Lin®
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3. The packet exits though the switch-cpu port and it will be

50



Example

ININTERFACE
.............. swrenne | JFEETER

S

/%
SWITCH-CPU
PORT

SWITCHING

> z DECISION /

. SWITCHING
DECISION

SWITCH-CPU
PORT

/ Out Not HW

BRIDGING

PREROUTING

o e

BRIDGE
INPUT

BRIDGE

DTS-NAT

$ " BRIDGE
FORWARD
NO } YES
USEJP. < BRIDGE

FIREWALL? SRC-NAT ‘ FORWARD
YES + :
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

gets passed through the bridging process.

Lin®

.............................................. é

INTERFACE HTB* (—Y_:

4. The device determines that in-interface is a bridge port, so it



Example 2 — In HW / Out Not HW

(B)

SWITCHING BRIDGING ?
7 A FJS@
PORT .

PREROUTING INPUT

BRIDGE
DTS-NAT

SWITCHING

z DECISION /

BRIDGE
FORWARD

SWITCHING .
DECISION | e )
. BRIDGE
. FIREWALL? - SRC-NAT <—— | FORWARD

YES * :
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

O e e —— é

5. The packet goes through the bridge NAT dst-nat chain, where MAC destination and
priority can be changed, apart from that, a packet can be simply accepted,
dropped, or marked.
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SWITCH-CPU
PORT




Example 2 — In HW / Out Not HW

............... S.".".'.T.‘.:.".'.Nq........’."f"m"" @BR'DG'NG
N g Broce | :

BRIDGE
DTS-NAT

SWITCHING

> z DECISION /

BRIDGING .
DECISION .
i BRIDGE

FORWARD

. SWITCHING
DECISION

e USEP.

BRIDGE | 1 | FORWARD

FIREWALL? + SRC-NAT

YES *
SWITCH-CPU

S0 mTERPAD : : POSTROUTING BRIDGE BRIDGING .
2 PORT : : OUTPUT DECISION :
INTERFACE HTB* (J—: é

6. Checks whether the use-ip-firewall option is enabled in the
bridge settings.

Lin®




Example 2 — In HW / Out Not HW

SWITCHING Y

PHYSICAL L
IN-INTERFACE _J™
SWITCHING

> z DECISION /

SWITCHING
DECISION

SWITCH-CPU
PORT

NO SWITCH-CPU
PORT

BRIDGE
DTS-NAT

BRIDGING

. @ ...............................................

PREROUTING

USEAP-
FIREWALL?

YES

<

POSTROUTING

$ BRIDGE
FORWARD
NO } YES
BRIDGE
srenar [ €1 | FORWARD :
BRIDGE BRIDGING .
OUTPUT DECISION :

INTERFACE HTB*

...... :

BRIDGE
INPUT

BRIDGING
DECISION

.............................................. é

7. Run packet through the bridge host table to make a forwarding decision. A packet
that ends up being flooded (e.g. broadcast, multicast, unknown unicast traffic),
gets multiplied per bridge port and then processed in the bridge forward chain.

Lin®
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Example 2 — In HW / Out Not HW

--------------- A A ES@BR'DGWG?
E NO /7 switci-cru : BRIDGE
PORT : ;

PREROUTING INPUT

»
BRIDGE
DTS-NAT S—REWALLL— O

SWITCHING

> z DECISION /

i BRIDGE
FORWARD

SWITCHING
DECISION

. e )
. USEAP-
. A < ety <— | FORWARD

FIREWALL? SRC-NAT

YES * .
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

O e e —— é ........

8. Packet goes through the bridge filter forward chain, where priority can
be changed or packet can be simply accepted, dropped, or marked.
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Example 2 — In HW / Out Not HW

--------------- SMT(;H'-NG--------?TW?W @BR'DG'NG?
: NO 7 SwiTcH-cPU : BRIDGE
PORT . :

PREROUTING INPUT

BRIDGING .
DECISION .
i BRIDGE
FORWARD

BRIDGE
DTS-NAT

SWITCHING

> z DECISION /

BRIDGE | 1 | FORWARD

FIREWALL? + SRC-NAT

YES *
SWITCH-CPU

POSTROUTING BRIDGE BRIDGING .
poR OUTPUT DECISION .

s eeeeeeaenesenssnsesnnenner RFAGHTB i.@ .............................................. é

9. Checks whether the use-ip-firewall option is enabled in the
bridge settings.

Lin®

. SWITCHING
DECISION

o USE-P-
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Example 2 — In HW / Out Not HW
B
S S.".".'.T.‘.:.".'.Nq.... ....... as@ ...................... BRIDGING ... ?

BRIDGE
PREROUTING INPUT

SWITCH-CPU
PORT

BRIDGE
DTS-NAT

SWITCHING :
/ _DECKION / .
: 3 BRIDGE
: 1 FORWARD
SWITCHING : L=l
DECISION | e .
. USE4P. BRIDGE
. FIREWALL? SRC-NAT FORWARD

SWITCH-CPU
PORT

- : POSTROUTING BRIDGE BRIDGING
: . OUTPUT DECISION :
INTERFACE HTB* (J—: é

Packet goes through the bridge NAT src-nat chain, where MAC source and priority
can be changed, apart from that, a packet can be simply accepted, dropped, or

10.

marked.
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Example 2 — In HW / Out Not HW

; (B
............... S.V.V.'T‘.:H'.NG........?W”.W @BR'DG'NG?
: : ; BRIDGE

: NO
PHYSICAL . SWITCH-CPU PREROUTING INPUT
IN-INTERFACE : PORT
z ‘ ;
: BRIDGE T USEP BRIDGING :
SWITGHING DTS-NAT S~EREWALLZ =" ) DECISION :

YES \
f /__oecsion / : :
: ‘ $ " BRIDGE
FORWARD

NO } YES

. SWITCHING
DECISION

BRIDGE | 1 | FORWARD

USEP-
SRC-NAT

. . FIREWALL? :
: POSTROUTING BRIDGE BRIDGING :
OUTPUT DECISION :

........................................ é

11.Checks whether the use-ip-firewall option is enabled in the
bridge settings. The packet now leaves the bridge process.

Lin®

SWITCH-CPU
PORT

INTERFACE HTB*
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Example 2 — In HW / Out Not HW

. B)
_______________ S."_V.'.T.‘?!".'.NG........’.“?“"’.“’ BRIDGING A

NO . BRIDGE
SWoHO » PREROUTING INPUT
PORT .
: YES \
: : . BRIDGE T BRIDGING
: SWITCHING : : :
. /__DEcsion / : : DTS-NAT SSLREWALLZ =" DECISION :
: . $ " BRIDGE
: : s FORWARD
3 SWITCHING : NO } YES
DECISION |

USEAP-
FIREWALL? - BRI <—— | FORWARD

SRC-NAT

YES * .
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

IWRFAGHTB‘ @ | é

12.The packet that exits the RouterOS software processing is
received on the switch-cpu port.

Lin®
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Example 2 — In HW / Out Not HW

............... S.".".'.T.C..".'.'.“@........u . Es,@BR'DG'NG?
: NO 7 swiTch-cPu : BRIDGE
L PORT : :

PREROUTING INPUT

BRIDGE

SWITCHING

— ] Decsion / ; : OTS-NAT
$ " BRIDGE
: FORWARD | -
: SWITCHING : . NO } YES :
DECISION : 4 « .
: : USEP- BRIDGE :
: : FIREWALL? €  renar € | ForRwARD f
: : YES * :
PHYSICAL SWITCH-CPU : : osTROUTIG BRIDGE BRDCEIG :
OUT-INTERFACE 2 ttosdess PORT : : OUTPUT DECISION :

e — 4—7@— ........................................ é

13. The switch checks whether the out-interface is a hardware offloaded
interface and the packet now leaves on the physical interface.

Lin®
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Example 3 — In Not HW-Offloaded / Out HW Offloaded

* Traffic Flow between ether3 (PC3) and ether2 (PC2)
* |In-interface HW offloaded, Out-Interface not hw-offloaded

Bridge = E3

Bridge Ports | port Extensions YLANs MSTIs Port MST Overrides Filters MNAT Hosts MDB

+||=| v|%| | AT

# Interface Bridge Horizon |Trusted |Priority (... |Path Cost PYID Role v
OH & etherl bridge-lan no 80 10 1 designated port
________ IH  &etherz bridgedan om0 80 10 1designatedport
I — &ethers bridgedan om0 80 o 1 designated port
3 & etherd bridge-lan no a0 10 1 designated port
41 & wianl bridge-lan no 30 10 1 disabled port
51 & wian2 bridge-lan no 80 10 1 disabled port

6 items {1 selected)

Lin®



Example 3 —In Not HW / Out HW

LOGICAL )\ & // DECAPSULATION
IN-INTERFACE /(TE, VPLS. VLAN, TUNNEL)

IPv4 or IPv6
TRAFFIC?

MPLS TRAFFIC?
(TAG PRESENT?)

PHYSICAL DECAPSULATE?
IN-INTERFACE .

BRIDGING
DECISION

FORWARD

FORWARD

FORWARD
FORWARD
O
62
[ =
Z
o
2
A
a2
«|r = <«
@e=x
w

PHYSICAL
OUT-INTERFACE

INTERFACE\TB*

IPv4 or IPv6
TRAFFIC?

MPLS TRAFFIC?
(TAG PRESENT?)

LOGICAL ENCAPSULATION /
OUT-INTERFACE (TE, VPLS. VLAN, TUNNEL)/

*Interface HTB will not work correctly when the out-interface is hardware offloaded and bridge fast path is not active

Lin® 62

ENCAPSULATE?

BRIDGE PORT?

YES

INTERFACE HTB




Example 3 —In Not HW / Out HW

______________ SSER N

BRIDGE
DTS-NAT

BRIDGING

PREROUTING

BRIDGE

INPUT

NO } YES

$ " BRIDGE
FORWARD

USEAP-
FIREWALL?

YES

<

POSTROUTING

BRIDGE

SRC-NAT <—{ | FORWARD
BRIDGE BRIDGING
OUTPUT DECISION p

mm 4_1@_ ........................................ é

1. The switch checks whether the in-interface is a hardware offloaded
interface; The packet is forward to the switch-cpu port.

Lin®
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Example 3 —In Not HW / Out HW

BRIDGE PORT?

INTERFACE HTB*

Lin®

BRIDGE
DTS-NAT

BRIDGING

. @ ...............................................

PREROUTING

BRIDGE
INPUT

<=

NO } YES

USEAP- BRIDGE
FIREWALL? < SRC-NAT B S
YES *
POSTROUTING BRIDGE
OUTPUT

BRIDGING / ©
NO DECISION :

i BRIDGE
FORWARD

FORWARD

BRIDGING :
DECISION :

............................................... é

2. The packet exits though the switch CPU Port and it will be
further processed by the RouterOS packet flow.

64



Example 3 —In Not HW / Out HW
: B
................................ ' @ ...................... '.3.'.‘.'9‘.5.'.".9.........,...83);&..?

PREROUTING INPUT

: > YES \ :
: : BRIDGE T BRIDGING
. /__DEcsion / : : DTS-NAT EREWALLL ="\ DECISION :
: : $ "  BRIDGE

FORWARD

NO } YES

BRIDGE | 1 | FORWARD

FIREWALL? <_ SRC-NAT

YES * .
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

mm 4_1@_ ........................................ é ........

3. The device determines that in-interface is a bridge port, so it
gets passed through the bridging process.
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Example 3 —In Not HW / Out HW

o

SWITCHING /

o e S

BRIDGING

PREROUTING

BRIDGE
DTS-NAT

$ BRIDGE

= FORWARD
NO } YES

USEJP. < BRIDGE <
FIREWALL? SRC-NAT FORWARD

YES + :

POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION :

mm 4_1@_ ........................................ é

4. The packet goes through the bridge NAT dst-nat chain, where MAC destination and
priority can be changed, apart from that, a packet can be simply accepted,
dropped, or marked.

Lin® %




Example 3 —In Not HW / Out HW
h B
e "m"";’"’ @ ...................... BRIDGING ... ?

BRIDGE
PREROUTING INPUT

BRIDGING .
DECISION

i BRIDGE
FORWARD

BRIDGE

» z DECISION / DTS-NAT

USEAP- BRIDGE
FIREWALL? <_ SRC-NAT

YES * .
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

mm 4_1@_ ........................................ é

5. Checks whether the use-ip-firewall option is enabled in the
bridge settings.
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Example 3 —In Not HW / Out HW

SWITCHING ’
s T NO .......... ....... § RO '.3.3.'9‘.5.'.".9.........,...8,30;;....g
PHYSICAL : . : : :
IN-INTERFACE : g . PREROUTING INPUT

BRIDGE
DTS-NAT

BRIDGING
DECISION

$ BRIDGE :
FORWARD | :

NO } YES

USEAP- BRIDGE
FIREWALL? - SRC-NAT < | FORWARD
YES + .
POSTROUTING BRIDGE BRIDGING
. . OUTPUT DECISION .
INTERFACE HTB* (J—: é

6. Run packet through the bridge host table to make a forwarding decision. A packet
that ends up being flooded (e.g. broadcast, multicast, unknown unicast traffic),
gets sent out of all bridge port and then processed in the bridge forward chain.

Lin®



Example 3 —In Not HW / Out HW
B
s 5.".".'.7.‘?'.".'.".’9.... ...... @ ...................... BRIDGING .. ?

BRIDGE
PREROUTING INPUT

»
BRIDGE
DTS-NAT S—REWALLL— O

i BRIDGE
FORWARD

. e )
. USEAP-
. A < ety <— | FORWARD

FIREWALL? SRC-NAT

YES * .
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

mm 4_1@_ ........................................ é ........

7. The packet goes through the bridge filter forward chain, where priority
can be changed or packet can be simply accepted, dropped, or marked.
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Example 3 —In Not HW / Out HW
h B
"m"’;’"’ @ ...................... BRIDGING ... ?

BRIDGE
PREROUTING INPUT

BRIDGING .
DECISION .
i BRIDGE
FORWARD

BRIDGE
DTS-NAT

BRIDGE | 1 | FORWARD

FIREWALL? <_ SRC-NAT

YES * :
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

mmd@_ ........................................ é ........
8. Checks whether the use-ip-firewall option is enabled in the
bridge settings.

Lin®

hd USEP.
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Example 3 —In Not HW / Out HW
B
@ ...................... BRIDGING ... ?

BRIDGE
PREROUTING INPUT

BRIDGE
DTS-NAT

/__oecsion / :
: BRIDGE
: FORWARD
: i ey BRIDGE FORWARD
. FIREWALL? SRC-NAT

: POSTROUTING BRIDGE BRIDGING :
: . OUTPUT DECISION :
INTERFACE HTB* (J—: é

9. The packet goes through the bridge NAT src-nat chain, where MAC source and
priority can be changed, apart from that, a packet can be simply accepted,

dropped, or marked.

Lin®
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Example 3 —In Not HW / Out HW

: B
PN TERE @ BRIDGING ? .

BRIDGE

PHYSICAL L PREROUTING
INNTERFACE _J™ " INPUT
: \ YES \ :
: : BRIDGE T USEP BRIDGING
. /__DEcsion / : : DTS-NAT SLREWALLL "\ 5 DECISION :
: : $ "  BRIDGE
FORWARD

NO } YES

BRIDGE | 1 | FORWARD

USEP-
SRC-NAT

. . FIREWALL? :
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION :

o T é

10.Checks whether the use-ip-firewall option is enabled in the
bridge settings and the packet now leaves the bridge process.

Lin® n

INTERFACE HTB*




Example 3 —In Not HW / Out HW

......................................... , @BR'DG'NG?
f : ; BRIDGE :
. - : . PREROUTING INPUT .
YES \
BRIDGE S E

. : DTS-NAT S~CREWALLZ ~
/ _DECSION / . : S NO

BRIDGE
FORWARD

s

USEde- BRIDGE
FIREWALL? - SRC-NAT <—— | FORWARD
YES * .
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

§.© ......

~ e B ¥ i G LRI CERYCCLERECEERTEEERTEE RETEELERL
INTERFACE HTB*

11. The packet passes Interface HTB (Interface Queue). Interface HTB will not work
correctly when the out-interface is hardware offloaded and the bridge Fast Path is
not active.
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Example 3 —In Not HW / Out HW

BRIDGE PORT?

| Y =L T

INTERFACE HTB* (J—:

: BRIDGING *
BRIDGE .
PREROUTING INPUT :
YES \ :
BRIDGE e T BRIDGING .
DTS-NAT W NO DECISION
FORWARD
NO } YES
USE-P- BRIDGE
FIREWALL? - SRC-NAT <—— | FORWARD
YES + "
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION -

12.The packet that exits the RouterOS software processing is

received on the switch-cpu port.

Lin®
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Example 3 —In Not HW / Out HW
h B
e "m"";’"’ @ ...................... BRIDGING ... ?

BRIDGE
PREROUTING INPUT

YES \

. BRIDGE T BRIDGING
. /__DEcsion / : : DTS-NAT SSLREWALLZ =" DECISION :

: $ " BRIDGE

: FORWARD
: SWITCHING NO } YES
DECISION

| :
’ . + :
PHYSICAL 50T nTER P— BRIDGE BRIDGING .
> POSTROUTING .
OUT-INTERFACE OUTPUT DECISION :

—— .R.F;HTB‘ @ .............................................. é

13.The switch checks whether the out-interface is a hardware
offloaded interface.

Lin®

USEAP- BRIDGE
FIREWALL? - SRC-NAT <—— | FORWARD
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Example 3 —In Not HW / Out HW

SWITCHING l/

SRIERENR AL UL RS 5 RO '.3.'.‘."?.‘.5.'.".‘.5..........,...,*........E

: NO . . BRIDGE :
. - : . PREROUTING INPUT :

BRIDGE
DTS-NAT

- /_ Decsion / : :

: : $ " BRIDGE

: FORWARD

: NO | ves

aad USE-P- < BRIDGE <

. FIREWALL? SRC-NAT FORWARD
YES * :
POSTROUTING BRIDGE BRIDGING

: : OUTPUT DECISION :
INTERFACE HTB* (J—: é

14. The packet passes through the switch host table to make a forwarding decision. If
the switch finds a match for the destination MAC address. The packet is now sent
out through the physical interface.
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Example 4 — In Not HW-Offloaded / Out Not HW-Offloaded

* Traffic flow from ether3 (PC3) to ether4 (PC4)
* |In-interface HW offloaded, Out-Interface not hw-offloaded

Bridge = E3

Bridge Ports | port Extensions YLANs MSTIs Port MST Overrides Filters MNAT Hosts MDB

+||=| v|%| | AT

# Interface Bridge Horizon |Trusted |Priority (... |Path Cost PYID Role v
OH & etherl bridge-lan no 80 10 1 designated port
........ 1H  detherz  brdgedlan ~ ono 80 10 1 designatedport
I — &ethers bridgedan om0 80 o 1 designated port
3 & etherd bridge-lan no a0 10 1 designated port
41 & wianl bridge-lan no 30 10 1 disabled port
51 & wian2 bridge-lan no 80 10 1 disabled port

6 items {1 selected)

Lin®



Example 4 — In Not HW / Out Not HW

Lok e // DECAPSULATION
IN-INTERFACE /(TE. VPLS. VLAN, TUNNEL)

NO

MPLS TRAFFIC?
(TAG PRESENT?)

PHYSICAL
IN-INTERFACE

IN-INTERFACE
BRIDGE PORT?
» : YES

[neur . >
MPLS
DECISION :

FORWARD

FORWARD
FORWARD

e ey e el

FORWARD
ow
m X
Qg
I
(o
Zo

[
L
i
&

ROUTING .
DECISION -

PHYSICAL
OUT-INTERFACE

; ROUTER
. PROCESSES

*
INTERFACE RTB

OUT-INTERFACE MPLS TRAFFIC?
BRIDGE PORT? (TAG PRESENT?)

LOGICAL ENCAPSULATION /
INTERFACE HTB —> OUT-INTERFACE AE,VPLS.VLAN,TUNNEL)/
} | l@




Example 4 — In Not HW / Out Not HW
h B
"m"’;’"’ @ ...................... BRIDGING ... ?

BRIDGE
PREROUTING INPUT

YES \
: BRIDGE S E BRIDGING
. /__DEcsion / : : DTS-NAT SSLREWALLZ =" DECISION :
: $ "  BRIDGE
: FORWARD
: NO } YES
. -

USEAP-
FIREWALL? - BRI <—— | FORWARD

SRC-NAT

YES * .
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

mm 4_1@_ ........................................ é

1. The switch checks whether the in-interface is a hardware
offloaded interface.

Lin®
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Example 4 — In Not HW / Out Not HW

= BRIDGING ?
---------------------- ; ES R v ove e BONNE
PHYSICAL 5 5 - : @ BRIDGE

PREROUTING INPUT

N YES \ :
BRIDGE T USEP BRIDGING :
DTS-NAT SSEREWALLZ —"\ o DECISION :
$ F  BRIDGE

FORWARD

NO } YES

USE-P- BRIDGE
FIREWALL? - SRC-NAT < | FORWARD

YES + .
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

INTERFACE HTB* (J—: é

2. The packet exits though the switch CPU Port and it will be
further processed by the RouterOS packet flow.

Lin®
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BRIDGE
PREROUTING INPUT

: > YES \ :
: : BRIDGE T BRIDGING
. /__DEcsion / : : DTS-NAT EREWALLL ="\ DECISION :
: : $ "  BRIDGE

FORWARD

NO } YES

BRIDGE | 1 | FORWARD

FIREWALL? <_ SRC-NAT

YES * .
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

mm 4_1@_ ........................................ é ........

3. The device determines that in-interface is a bridge port, so it
gets passed through the bridging process.
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Example 4 — In Not HW / Out Not HW

SWITCHING ’

o STCHING S ERE@ BR'DG'~G¥

: o : \ BRIDGE :
) : PREROUTING INPUT :

BRIDGING
DECISIO

BRIDGE
DTS-NAT

: $ " BRIDGE
: FORWARD
: vodl  ves
© USE-P. < BRIDGE o
. FIREWALL? SRC-NAT ‘ FORWA
YES * :
POSTROUTING BRIDGE BRIDGING :
OUTPUT DECISION :

mm 4_1@_ ........................................ é

4. The packet goes through the bridge NAT dst-nat chain, where MAC destination and
priority can be changed, apart from that, a packet can be simply accepted,
dropped, or marked.
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Example 4 — In Not HW / Out Not HW
h B
e "m"";’"’ @ ...................... BRIDGING ... ?

BRIDGE
PREROUTING INPUT

BRIDGING .
DECISION

i BRIDGE
FORWARD

BRIDGE

» z DECISION / DTS-NAT

USEAP- BRIDGE
FIREWALL? <_ SRC-NAT

YES * .
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

mm 4_1@_ ........................................ é

5. Checks whether the use-ip-firewall option is enabled in the
bridge settings.
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Example 4 — In Not HW / Out Not HW
’
e NN LTS @) BRIDGING
' : PREROUTING T :

»
BRIDGE SEJP RIDGING
DTS-NAT ECISION
$ [ BRIDGE
FORWARD

NO } YES

USE-P- BRIDGE
FIREWALL? - SRC-NAT FORWARD :
YES +
POSTROUTING BRIDGE BRIDGING
. . OUTPUT DECISION .
INTERFACE HTB* (J—: é

6. Run packet through the bridge host table to make a forwarding decision. A packet
that ends up being flooded (e.g. broadcast, multicast, unknown unicast traffic),
gets multiplied per bridge port and then processed in the bridge forward chain.

Lin®



Example 4 — In Not HW / Out Not HW
B
............... 5.".".'.T.C.'.".'.N9.........A @BR'DG'NG?

BRIDGE
PREROUTING INPUT

PHYSICAL L
IN-INTERFACE _J™

BRIDGE
DTS-NAT

i BRIDGE
FORWARD

s «
. USEJP.
: . - BRIDGE | 1 | FORWARD

FIREWALL? SRC-NAT

YES + .
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

INTERFACE HTB* (J—: é

7. The packet goes through the bridge filter forward chain, where priority
can be changed or packet can be simply accepted, dropped, or marked.
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Example 4 — In Not HW / Out Not HW

BRIDGE PORT?

BRIDGE
DTS-NAT

BRIDGING

: BRIDGE

PREROUTING

INPUT

i BRIDGE

BRIDGING
DECISION

FORWARD

bridge settings.

Lin®

FORWARD

USEAP- BRIDGE
FIREWALL? < SRC-NAT
YES *
POSTROUTING BRIDGE
OUTPUT

BRIDGING :
DECISION :

INTERFACE HTB* (J—:

8. Checks whether the use-ip-firewall option is enabled in the
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Example 4 — In Not HW / Out Not HW
B
@ ...................... BRIDGING ... ?

BRIDGE
PREROUTING INPUT

BRIDGE
DTS-NAT

z DECISION /
BRIDGE
FORWARD
© REWALL BRIDGE FORWARD
. FIREWALL? SRC-NAT
YES .
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

mm 4_1@_ ........................................ é ........

9. The packet goes through the bridge NAT src-nat chain, where MAC source and
priority can be changed, apart from that, a packet can be simply accepted,

dropped, or marked.

Lin®
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Example 4 — In Not HW / Out Not HW

BRIDGE PORT?

INTERFACE HTB*

bridge settings.

Lin®

BRIDGE
DTS-NAT

BRIDGING

PREROUTING

@ ...............................................

BRIDGE
INPUT

BRIDGING .
NO DECISION -

$ " BRIDGE

: FORWARD

: NO } YES

: USEJP. BRIDGE <

. . FIREWALL? SRC-NAT FORWARD

: POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION :

........................................ é

10.Checks whether the use-ip-firewall option is enabled in the
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Example 4 — In Not HW / Out Not HW

: B
PN TERE @ BRIDGING ? .

BRIDGE

PHYSICAL L PREROUTING
INNTERFACE _J™ " INPUT
: \ YES \ :
: : BRIDGE T USEP BRIDGING
. /__DEcsion / : : DTS-NAT SLREWALLL "\ 5 DECISION :
: : $ "  BRIDGE
FORWARD

NO } YES

BRIDGE | 1 | FORWARD

USEP-
SRC-NAT

. . FIREWALL? :
: POSTROUTING BRIDGE BRIDGING :
OUTPUT DECISION :

........................................ é

11.Checks whether the use-ip-firewall option is enabled in the
bridge settings. The packet now leaves the bridge process.

Lin®
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Example 4 — In Not HW / Out Not HW

------------------------------------ - @BR'DG'NG?
E E : BRIDGE :
. d . . PREROUTING INPUT :
YES \
BRIDGE B T

: . DTS-NAT
/ _oecsion / : : e TIEEWALLL o

BRIDGE
FORWARD

s

USEde- BRIDGE
FIREWALL? - SRC-NAT <—— | FORWARD
YES * .
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

Jigi | é

12. The packet passes Interface F ace Queue). Interface HTB will not work
correctly when the out-interface is hardware offloaded and the bridge Fast Path is
not active.

Lin® .




Example 4 — In Not HW / Out Not HW

BRIDGE PORT?

Lin®

POSTROUTING

OUTPUT

: BRIDGING
: BRIDGE
PREROUTING INPUT
YES \ :
BRIDGE e T BRIDGING .
DTS-NAT W NO DECISION
FORWARD
NO } YES
USE-P- BRIDGE
FIREWALL? - SRC-NAT < | FORWARD
YES * .
BRIDGE BRIDGING
DECISION ‘

| Y =L T

INTERF:A'C.EEHTB‘ (J@—
13.The packet that exits the RouterOS software processing is
received on the switch-cpu port.
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Example 4 — In Not HW / Out Not HW

.............. SWITCHING . —~= @ BRIDGING ?
PHYSICAL 5 ) : :

NO BRIDGE
- PREROUTING INPUT

BRIDGE SEP
/ _Decsion / ; : EFIS-NAT :
: $ "  BRIDGE
: FORWARD
: NO } YES
'*® USEAP. BRIDGE
FIREWALL? - SRC-NAT < | FORWARD

YES + .
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

INTERFACE HTB* (J—: é

14. The switch checks whether the out-interface is a hardware offloaded
interface and the packet is send out of the physical out-interface.

Lin®
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Controlling Layer 2 Traffic

* RouterOS has a number of places where Layer2 packets can
either be filtered or limited some features include:

o Bridge Filter o Switch Rules

o Bridge NAT o Switch Rate control
o Simple Queue o IP Firewall
oInterface Queue o Bridge Horizon

Lin®



Controlling Layer 2 Traffic

e Some of these features run in software and some run in
hardware.

* Enabling some of these features can disable HW-offloading on
either just the interface or for the whole bridge.

Lin®



Bridge Filter Forward

* Bridge filter forward rule to block TCP/80 with in-interface
etherl

* What can PC1 get to?
—Webserver on PC2?
—Webserver on PC4?

— Webfig on Router?
— http web pages on the internet?

add action=accept chain=forward dst-port=80 in-interface=etherl ip-protocol=tcp mac-protocol=ip

Lin®



Bridge Filter Forward

BRIDGE PORT?

e VESS-@ ...............................................

SWITCH-CPU
PORT

INTERFACE HTB* |«

BRIDGING

PREROUTING

YES \

BRIDGE USEJP-
- -

YES

: NO
- USEAP- BRIDGE
FIREWALL? < SRC-NAT < | FORWARD

A

POSTROUTING

BRIDGE
OUTPUT

i.@ ......

BRIDGE
INPUT

BRIDGING / -
DECISION :
YYY

BRIDGE :
FORWARD | -

BRIDGING :
DECISION :

........ T

* Bridge Filter forward is part of Bridge Forward Function.

* Bridge Filter rules do not disable HW-offloading.

Lin®
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Bridge Filter forward — Webserver on PC2

e Can we get to the webserver on PC2 (ether2)?
 PC1 (etherl) is HW offloaded
 PC2 (ether2) is HW offloaded

O & 10.100.99.202 ke
Download Test Files
o Qs Time to
File Size Example download
Very Large — 75mins @ 2Mbps
File 168 | 19mins @ 8Mbps

High-quality movie downlo:

1GB (v large) 8mins @ 20Mbps
(1,024 MB) 3mins @ 50Mbps
0.5GB 512 M8 Movie download; Game Demo R P
(512 MB)  (targe) 4mins @ 20Mbps
= 2mins @ 50Mbps
‘ 15mins @ 2Mbps
Large File 200MB | . . . . 4mins @ 8Mbps
200 MB arge) 45mins of TV from BBC iPlayer; large operating system update 2mins @ 20Mbps

Lin@ = J



Bridge Filter Forward — Webserver on PC2

SWITCH-CPU
PORT

INTERFACE HTB*

<

RO R BRIDGING....ceeee . e

BRIDGE
PREROUTING INPUT

YES \

BRIDGE USEJP-
- -

: NO
- USEAP- BRIDGE
FIREWALL? < SRC-NAT <—— | FORWARD

YES

BRIDGING .
DECISION .

BRIDGE
FORWARD

NO

A

POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

i.@ ......

........................................ é

* Bridge filter rules will not apply and web page loads.

Lin®
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Bridge Filter Forward — Webserver on PC4

e Can we get to the webserver on PC4 (ether4)?
 PC1 (etherl) is HW offloaded
 PC4 (ether4d) is Not HW

& @ @ 10.100.99.204

The connection ha

e If your computer or ne
the web.

Try Again

Lin® |
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Bridge Filter Forward — Webserver on PC4

R B)
............... o .. S BRIDGING ? B

PHYSICAL s N 7~ switcH-cpu
IN-INTERFACE _J/™ PORT
SWITCHING

> z DECISION /

: BRIDGE

PREROUTING INPUT

BRIDGE
DTS-NAT

BRIDGE
FORWARD

. SWITCHING
DECISION .
BRIDGE | 1 | FORWARD

FIREWALL? + SRC-NAT

YES *
SWITCH-CPU

; 2 - : POSTROUTING BRIDGE BRIDGING .
' PO : . OUTPUT DECISION :
INTERFACE HTB* (J—: é

e Bridge Filter forward will apply when in-interface is HW
offloaded and Out interface is not HW-offloaded.

Lin®
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Bridge Filter Forward — Webfig on Router

* Can we get to the webfig on router?
 PC1 (etherl) is HW offloaded

O & 10.100.99.1 o3

@ mikroTik
RouterOS

Lin®



Bridge Filter Forward — webfig on router

BRIDGE
PREROUTING INPUT

BRIDGING
DECISION

»
BRIDGE
DTS-NAT TSDREWALLZ "\ o

YYY

BRIDGE

FORWARD

: NO
' USE-P- BRIDGE
: . €  renar  [€1 | ForRwARD :
: : YES + :
BOTANTERFAC SWITCH-CPU : : . BRIDGE BRIDGING :
] PORT : : OUTPUT DECISION :

INTERFACE HTB* |«

* Bridge Filter forward rules does not apply here as the traffic is

bridge input.
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Bridge Filter forward — http websites on internet

* Can we get to the http websites on the internet?
 PC1 (etherl) is HW offloaded

NeverSSL - helping you get online
<« > C QO 8 www.neverssl.com/online/ B % TR T R [W——

What?

This website is for when you try to open Facebook, Google, Amazon, etc on a wifi network,
and nothing happens. Type "http://neverssl.com" into your browser's url bar, and you'll be
able to log on.

How?

Lin® B




Bridge Filter Forward — http webpages on internet

f BRIDGE
PHYSICAL . PREROUTING INPUT
IN-INTERFACE '
f YES \

BRIDGING
DECISION

YYY

BRIDGE

»
BRIDGE
DTS-NAT TSLREWALLZ "0

FORWARD

: NO
: USE-P- BRIDGE
: : € conar €| Forwaro ||
: : YES + :
667 arenra SWITCH-CPU : : POSTROUTING BRIDGE BRIDGING /
. . PORT . : OUTPUT DECISION :

INTERFACE HTB* |«

* Bridge Filter forward rules does not apply here as the traffic is

bridge input.
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Bridge Filter Input

* Bridge filter input rule to block TCP/80 with in-interface etherl
* What can PC1 get to?

—Webserver on PC2?

—Webserver on PC4?

— Webfig on Router?

— http web pages on the internet?

add action=accept chain=input dst-port=80 in-interface=etherl ip-protocol=tcp mac-protocol=ip

Lin®



Bridge Filter Input

e OWITCHING o S BRIDGING
BRIDGE
PREROUTING INPUT :
f YES : :
. BRIDGE > USEP- BRIDGING .
2 FIREWALL? .
- /__Decsion / KNTO-AT ‘ NO DECISION :
: ‘usup. Y Y .
FIREWALL? <« BRIDGE
FORWARD

NO YES

: NO
. USE4P- BRIDGE
: : €  renar  [€1 | ForRwARD :
: : YES + :
SWITCH-CPU : POSTROUTING BRIDGE BRIDGING :
; PORT : : OUTPUT DECISION :

INTERFACE HTB* |«

* Bridge Filter input is part of Bridge input function.
* Bridge Filter input rules do not disable HW-offloading.
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Bridge Filter Input — Webserver on PC2

e Can we get to the webserver on PC2 (ether2)?
 PC1 (etherl) is HW offloaded
 PC2 (ether2) is HW offloaded

O & 10.100.99.202 A
Download Test Files
o Qs Time to

File Size Example download
Very Large —) 75mins @ 2Mbps
il o | High-quality movie downlo i @
1GB (v large) gh-quatity . 8mins @ 20Mbps
(1,024 MB) 3mins @ 50Mbps
0.5GB 512 M8 Movie download; Game Demo R P
(512 MB)  (targe) 4mins @ 20Mbps

— 2mins @ 50Mbps

| 15mins @ 2Mbps

Large File 200 MB . . . . 4mins @ 8Mbps
200 MB arge) 45mins of TV from BBC iPlayer; large operating system update 2mins @ 20Mbps

[ ] @ _—) & sonan 4
Lln 7



Bridge Filter Input — Webserver on PC2

SWITCH-CPU
PORT

: NO
. USEJP- BRIDGE
FIREWALL? < SRC-NAT <—— | FORWARD

BRIDGING
BRIDGE
PREROUTING INPUT :
YES y :
BRIDGE USE-P- BRIDGING .
otsnar [P NO DECISION :
USEJP. .
<«—| BRIDGE
FORWARD
NO YES

YES * :
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

INTERFACE HTB*

<

| = = =

* Bridge filter input rules will not apply and web page loads.

Lin®
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Bridge Filter Input — Webserver on PC4

e Can we get to the webserver on PC4 (ether4)?
 PC1 (etherl) is HW offloaded
 PC4 (etherd) is Not HW offloade

& c O & 10.100.99.204 A ® ©® & =
Download Test Files
Qs Time to
File Size Example download
Very Large —) 75mins @ 2Mbps
File 168 | 19mins @ 8Mbps

High-quality movie downi:

1GB (v large) 8mins @ 20Mbps

(1,024 MB) 3mins @ 50Mbps
0.5GB 512 M8 Movie download; Game Demo R P
(512 MB)  (targe) 4mins @ 20Mbps
— 2mins @ 50Mbps
‘\‘ 15mins @ 2Mbps
Large File 200 MB . . . . 4mins @ 8Mbps
200 MB (o) ‘ 45mins of TV from BBC iPlayer; large operating system update 2mins @ 20Mbps

—_— 1mins @ 50Mbps
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Bridge Filter Input — Webserver on PC4

R
SWITCHING [JT~~ZR10GE PORTS

s NQ_ /" swiTcH-cru :
' PORT :

BRIDGING
®

BRIDGE
INPUT

PREROUTING

»
BRIDGE B T

: SWITCHING f : BRIDGING /
. /__DEcsion / : : DTS-NAT SSLREWALLZ =" DECISION :

$ [ BRIDGE
FORWARD

NO } YES

. SWITCHING
DECISION

USEAP- BRIDGE
FIREWALL? - SRC-NAT <—— | FORWARD

YES * .
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

e eeeeeeeneeneen e RFAGHTB s.@ .............................................. é
* Bridge Filter input will not apply here and web page loads.

Lin®

SWITCH-CPU
PORT
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Bridge Filter Input — Webfig on Router

* Can we get to the webfig on router?
 PC1 (etherl) is HW offloaded

Lin®

Timed Out

@ 10.100.99.1

The connection has tj

The server at 10.100.99.1 is takin

e The site could be temporarily
e If you are unable to load a u ork connec tion.

o |f your computer or netw;
the web.

in a few moments.

ted by a firewall or proxy, make sure that Firefox is permitted to access

Try Again

®

ch
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Bridge Filter Input — Webfig on router
SWITCHING c@ BRIDGING e

PHYSICAL L
IN-INTERFACE :
»
BRIDGE
DTS-NAT TSLREWALLZ "0

‘ DECISION / - -
: : : YYY

‘usew.
FIREWALL? < BRIDGE
FORWARD

NO YES

: NO

: USEJP- BRIDGE

FIREWALL? < SRC-NAT < | FORWARD
: YES +

B0TNTERFAD SWITCH-CPU : ! BRIDGE BRIDGING .
- . POSTROUTING .
: e ‘ : OUTPUT DECISION :

INTERFACE HTB* |«

BRIDGE
PREROUTING INPUT

e Bridge Filter input rules does apply here as the traffic is bridge
input and webfig is blocked.
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Switch Rules — http websites on internet

 Can we get to the http websites on the internet?
 PC1 (etherl) is HW offloaded

Lin®

Timed Out

The connection has

The server at transcendentyo

e The site could be temporarj
e If you are unable to load

o If your computer or net

Problem loading page

w ¥ © 8§ =

@ transcendentyoungsublimemorn

om is taking too long to respond.

a few moments.

check your computer’s network connection.

tected by a firewall or proxy, make sure that Firefox is permitted to access
the web.

Try Again
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Bridge Filter Input — http webpages on internet

B)
BRIDGING

ES . @ ...........................................
: BRIDGE

PREROUTING INPUT

PHYSICAL L
IN-INTERFACE -
z » - 1
BRIDGE T BRIDGING / ©
DTS-NAT W NO DECISION .

! DECISION / . .
: : : YYY

‘usew.
FIREWALL? < BRIDGE
FORWARD

NO YES

: NO

: USEP. < BRIDGE

FIREWALL? SRC-NAT <——{ | FORWARD
: YES +

B0TNTERFAD SWITCH-CPU : ! BRIDGE BRIDGING :
. . POSTROUTING .
: e ‘ : OUTPUT DECISION :

INTERFACE HTB* |«

e Bridge Filter input rules does apply here as the traffic is bridge
input and web page does not load.
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Switch Rules

e Switch filter rule to block TCP/80 with on port etherl
 What can PC1 get to?

—Webserver on PC2?

—Webserver on PC4?

— Webfig on Router?

— http web pages on the internet?

/interface ethernet switch rule
add dst-port=80 new-dst-ports="" ports=etherl protocol=tcp switch=switchl

Lin®



Switch Rules (ACL)
(B
YE.s 1) T BRIDGING = ? o

SWITCHING

. ‘ mm:“ SWITCH-CPU
HW ottoaded? PORT

YES
SWITCHING

DECISION

BRIDGE
PREROUTING INPUT

YES \ :

BRIDGE USE-P- BRIDGING .

otsnar [P NO DECISION :
USEP

<«—]| eRiDGE

FORWARD

NO YES

© NO

. USEAP- BRIDGE

: 1 sronar [ FORWARD | |

: YES + :

POSTROUTING BRIDGE BRIDGING :
OUTPUT DECISION :

INTERFACE HTB* |« : é

e Switch rules (ACL) apply in the switching function and on

ingress.
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Switch rules — Webserver on PC2

e Can we get to the webserver on PC2 (ether2)?
 PC1 (etherl) is HW offloaded
 PC2 (ether2)is HW offlo

@ 10.100.99.202

The connection ha

The server at 10.100.99.202 i

¢ The site could be tempor
e |f you are unable to loa

e |f your computer or net tected by a firewall or proxy, make sure that Firefox is permitted to access
the web.

Try Again

Lin® S




Switch rules — Webserver on PC2
(B)
yes@ ...................... BRIDGING ?

BRIDGE
PREROUTING INPUT

BRIDGE >

DTS-NAT

BRIDGING
DECISION .
YYY

T BRIDGE

FORWARD

FIREWALL?

USEAP- BRIDGE
< SRC.MAT <€— | FORWARD f
YES + .
SWITCH-CPU POSTROUTING BRIDGE BRIDGING :
PORT OUTPUT DECISION .

NG 5 2@ ,,,,,,

INTERFACE HTB* |«

e Switch rules will apply here.
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Switch rules — Webserver on PC4

e Can we get to the webserver on PC4 (ether4)?
 PC1 (etherl) is HW offloaded
e PC4 (etherd) is Not HW

& @ @ 10.100.99.204

The connection ha

e If your computer or ne
the web.

Try Again
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Switch rules — Webserver on PC4

. 10 SR BRIDGING ... ? ........
& HW-oflo >
p
SWITlNG

PREROUTING INPUT

BRIDGE
DTS-NAT

BRIDGE
DECISION

BRIDGE
FORWARD

USEP- BRIDGE
FIREWALL? + SRC-NAT

YES * .
POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

INTERFACE HTB* (J—: é

e Switch rules will apply here as the packet passes both
switching function and bridge forward flow

Lin®
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Switch Rules — Webfig on Router

 Can we get to the webfig on router?
 PC1 (etherl) is HW offloaded

& @] @ 10.100.99.1

The connection has tj

at Firefox is permitted to access

Try Again

Lin®




Switch Rules — Webfig on Router

SWITCHING

SWITCH-CPU
PORT

IN INTERFACE
oaded?

S HW ot
l SWITCHING

DECISION

SWITCHING
DECISION

SWITCH-CPU
PORT

INTERFACE HTB*

BRIDGE

PREROUTING INPUT
: N YES \ :
BRIDGE — USEP BRIDGING :
: DTS-NAT T REWALL" O DECISION :

YES

© NO
. USE4P- BRIDGE <
FIREWALL? < SRC-NAT

‘usew.
FIREWALL? < BRIDGE
FORWARD

NO YES

FORWARD

BRIDGE BRIDGING
DECISION .

. POSTROUTING
. OUTPUT

<

e Switch rules will apply here even though this is bridge input

traffic and not forward.

Lin®
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Switch Rules — http websites on internet

 Can we get to the http websites on the internet?
 PC1 (etherl) is HW offloaded

Lin®

Timed Out

The connection has

The server at transcendentyo

e The site could be temporarj
e If you are unable to load

o If your computer or net

Problem loading page

w ¥ © 8§ =

@ transcendentyoungsublimemorn

om is taking too long to respond.

a few moments.

check your computer’s network connection.

tected by a firewall or proxy, make sure that Firefox is permitted to access
the web.

Try Again
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Switch Rules — http websites on internet

SWITCHING

SWITCH-CPU
PORT

IN INTERFACE
oaded?

S HW-oll
' SWITCHING

DECISION

SWITCHING
DECISION

SWITCH-CPU
PORT

INTERFACE HTB*

BRIDGE

PREROUTING INPUT

: \ YES \ :
BRIDGE — USEP BRIDGING :
: DTS-NAT T REWALL" O DECISION :

YES

© NO
. USE4P- BRIDGE <
FIREWALL? < SRC-NAT

USEJP-
<«—{ BRIDGE
FORWARD

NO YES

FORWARD

BRIDGE BRIDGING
DECISION .

. POSTROUTING
. OUTPUT

<

e Switch rules will apply here even though this is bridge input

traffic and not forward.

Lin®
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Switch Rules (ACL) switch-cpu

B)
Ehrh RN 1) R BRIDGING....ceeee ? -

BRIDGE
YES \

PREROUTING INPUT

!

:
SWITCHING ::s"ffr 3 —
NO < ::é?,?; <—— | FORWARD
S D KR é .......
* Switch rules (ACL) apply in the switching function and on

z DECISION/ : :
: YYY
YES +
ingress. Switch-cpu port can be used in Switch Rules

USEJP-
. <«—{ BRIDGE
FORWARD
SWITCHING
. DECISION
PHYSICAL . . SWITCH-CPU OSTROUTING BRIDGE BRIDGING :
tosdes — €\ PORT OUTPUT DECISION :
L . E
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Switch Rules (ACL) - switch-cpu
B
o SRR JUES YE.s 1) SR BRIDGING .. ? o

BRIDGE
PREROUTING INPUT

BRIDGING /-
DECISION /
YYY

T BRIDGE
FORWARD

BRIDGE
DTS-NAT —>

FIREWALL?

- g:g?,?; <— | FORWARD

POSTROUTING BRIDGE BRIDGING .
OUTPUT DECISION .

i@ ......

USEJP-
FIREWALL?

YES

SWITCH-CPU
PORT

INTERFACE HTB* |«

/interface ethernet switch rule
add dst-port=80 new-dst-ports="" ports=switch-cpu protocol=tcp switch=switchl
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Switch Rules — none HW Offloading interfaces

 Where are switch rules applied?

* https://help.mikrotik.com/docs/display/ROS/Packet+Flow+in+RouterOS#PacketFlowinRouterQS-
FlowofHardwareOffloadedPacket

&« C O E] https://help.mikrotik.com/docs/display/ROS/Packet+Flow+in+RouterOS#PacketFlowinRouterOS-FlowofHardwareOffloadedPacket B so% ¥ © © ﬁ =

Pages [ ... [ Firewall and QoS Case Studies @
RouterOS

1= Switch feataresfotind jn.the./interface/ethernet/switch' menu

PAGE TREE called switch chip or switch ASIC. This allows us to offload some of the bridging functions, like packet forwarding between bridge ports or packet filtering, to this specialized hardware chip without consuming any CPU re

~-gnd its stib-menus, Tike"ACL Fules) r“ﬁ?‘?”"rhé"rlng“mjt)"Fess/egress Tate

> |Pv4 and IPv6 Fundamentals

i:”mi“"*limlters QoS, and

> Bridging and Switching

* Kid Control

ewCaN potentlally be

uuuuuu

RAW
. UPnP & Interface HTB will not work correctly when the out-interface is hardware offloaded and the bridge Fast Path is not active.
+ Frewall and QoS Case Studies 127

* Basic Concepts /" buveirar N\ A nA



https://help.mikrotik.com/docs/display/ROS/Packet+Flow+in+RouterOS
https://help.mikrotik.com/docs/display/ROS/Packet+Flow+in+RouterOS

More Packet flow
* There are so many more combinations we could have looked at
here.

 Want to know more about Layer2 Packet flow and the
CRS3xx/6xx devices?

| MTCSWE
Lin®



MTCSWE Course

e www.linitx.com/training

O B https://linitx.com/training

Lin®

Lin®

‘ @ mikroTik

LinITX MikroTik CWE151024 MTCSWE Training Course - 15-17
October 2024 - Sheffield AMP

MikroTik Certified Switching Engineer (MTCSWE) - Sheffield
AMPDate: 15th-17th October 2024Location: Sheffield AMP The
Course The MTCSWE course content was led by Jono Thompson
in co-operation with MikroTik. The course is based on the latest
v6.x RouterOS available...

8 In Stock
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http://www.linitx.com/training

Thank you for Listening
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